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ABSTRACT

The article describes a mathematical model of reliability of the information system security
systems consisting of object information protection and security of the two systems. The
functioning process of the studied information security system is described as a superposition of
alternating renewal processes. Upper and lower bounds for the expectation of time before
unauthorized access to information.
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1. INTRODUCTION

When building a highly reliable security systems often used layered threat protection. To
protect data from unauthorized access is required to provide a certain level of reliability of such
systems, including the reliability of their hardware and software. When analyzing the reliability of
such systems is not enough just to take into account the structure of the security system.
Mathematical models of reliability of information protection systems considered in various works,
such as [1, 2]. It is also necessary to take into account the reserve time available in security systems,
which arises from the fact that to overcome the successive layers of protection attacker will take
some time .Here we obtain relations to assess how this extra time is a reliability of information
security.

2. DESCRIPTION OF THE MODEL

Let an information system which consists of a protection and safety of the two systems, each
of which saves one of the varieties to attack protection. Security systems are not foolproof and may
refuse. It is assumed that the failures of safety systems are independent. Failure detection security
systems occurs only during periodic monitoring her condition. After failure detection security
system performed its full restoration to its original state. If the first security system was not
immediately able to parry, the unauthorized access to information can only be achieved after a
while though, and only provided that during this time, none of the safety systems failed.

Denote y,- a random time before the first attack on the object of protection, detectable first
security system. Random time reflection of the first attack on the object of protection, the detected

first security system, denoted ). Then a random time before the second attack on the object of
protection after the first attack, the reflection of the first security system detected a protection object
denoted y,, after reflection the second attack - y, etc. We assume that all i i=12,..., as

usual, are independent and identically distributed with the distribution function F, () = P(y <1).
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Random time of reflection on the i attack to protect, detect the first security system will be denoted
y;» i=12,...,, as to which assume that - y;, 1=12,... independent identically distributed random
variables with distribution function F,(¢#) = P(y <t) .Denote J; a random time between the i
attack on the object of protection, which was not detected the first security system, and
unauthorized access. It is obvious that Si, i=12,..., - independent identically distributed random
variables with distribution function Fj(¢) = P{8 < l‘}. Thus, the first security system can still
prevent unauthorized access time interval [Xi A, +9, )

Since the process of operation of the first security system consists of cycles "attack - a
reflection attack", and, consequently, the moments of the completion of attack to protect, detect the
first security system are regenerative information system.

If the first security system and has not worked in the specified time interval, the second

security system can still prevent unauthorized access at the moment 7, +d,. The duration of the
second reflection attack security system after the first attack is denoted o, after the second attack -
a,, etc. Believe that a,, i =1,2,...- independent identically distributed random variables with
distribution function F, (¢) = P {OL < l‘}.

Random time before the i attack on the object of protection, security system detects a second
denote ¢,, i=12,....Let ¢,, i =12,...- independent identically distributed random variables
with distribution function F, (¢)= P{(p < t}. Duration reflection i-attack on the object of
protection, which was discovered a second security system, denoted y,, i =1,2,.... Believe that
v,, 1=12,... - independent identically distributed random variables with distribution function

F, ()= P{\y < t}. Assume that the end points of reflection of such attacks are regenerative

process of information system. Moreover, let the expectations y,, i =1,2,..., y,, i=12,..., 51,
i=L2..., a,1=12..., ¢, 1=12,...and y,, 1=12,..., exist and are finite .
Since the process of reflection attacks consists of cycles "attack - a reflection attack", and,

consequently, the moments of the completion of the attack on the object of protection, first detected
as a security system, and the second system security are regenerative information system.
We now consider the processes of safety systems. Let é‘i(“ , 1=1,2,... for the i time between
failure of the first security system. We assume that the time to failure of the first security system
M i=12,... - independent identically distributed random variables with distribution function

i 9

Fi(“ () = P{gf“ < t}. Duration of the first system restore security after the i-failure is denoted

M, i=12,... Here V', i=12,...— independent identically distributed random variables with
distribution function F oo 1) = p{” W < ,}. Fault detection security systems occurs only during

periodic condition monitoring. So serviceability first security system update to the period 7' @ and

the duration of the periodic control requires time equal 8.
If the first security system (SS) functioned properly random time &, for this time

(O]
{T(I)E’—em} period was performed preventive control, and during these periods the first SS was
+

(O]
operational T(l)|:7"(l)§—e(l):| units of time. Between the last before giving up control prevention,
+
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M
which occurred at the time (7" + 9(1)){71(1)5’—9(1)}, and the denial of time ¢ is still time
+

(1)
EO TV +0") s , during which the first SS is still OK.
T(l) +0(1)

On the last loop prevention control security system i1s idle time

M
TV +0D)— (TP + 0(1)){7”“)5—0“)}’ because rejection has occurred in its time £, but
+

was detected after the cycle test prophylaxis. Failure of the first security system will be detected in

Q)]
time (7" +0%) T(]F—G(]) +1 |, and after the repair work lasting 5" SS starts functioning
+

correctly again.
Believe &%, i=1,2,... — time between i-failure of the second-security, where&,
1=1,2,... are independent and identically distributed random variables with distribution function

Fg(” (t)=P {éi(z) < t}. Duration of recovery the second security system after i -failure denote 5>,

i=1,2,..., where ;7;2),1'=1,2,...
then independent identically distributed random variables with distribution function

anz) (t)= P{TL-(Z) < t}'

Monitor the status of the second period the security system is denoted 7' ® and the duration
of its periodic monitoring — 6. Failure of the second security system is detected in time

(2)
(T +069) T(f—e(z) +1|. After the repair work with duration equal to #*) the second
+

SS will again operate correctly. Thus, the processes of the functioning of the first and second
security system to control prevention have alternating renewal process. Here we assume that during
the control state security not perform their functions .

Moreover, let the expectations &, i=12,..., n', i=L2,..., &2, i=12,...and ",
1=1,2,... exist and are finite, and the distribution function of these random variables are not

arithmetic.
Functioning processes of the first and second security systems appears as alternating intervals
"work - restoration", which consist of independent, identically distributed random wvariables

{é‘;”, i> 1} , {771,(1), > 1}1/1 {é‘i(z), i> 1} , {771,(2), > 1} forming two alternating renewal process
€O, i21fand {20, i21].
We introduce some notation and explanations of the process of preventive control, which will

be further taken into account in the mathematical model. Through|[x] and {X} denote the integral

and fractional parts of a number x, xt = max(x,0),x Aa=min(xa), J,.., — indicator of the

event x <da.

Random time to unauthorized access denoted . Our task is to construct a mathematical
model of reliability of information security systems with layered security system and obtain an
estimate of the average time M to unauthorized access to information.
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3. MAIN RESULTS

Since the process of functioning of the system of protection of information is described as a
superposition of alternating renewal processes, the random time to unauthorized access can be
written as the sum of the following:

v-1 (1)
o= 2 o;toy,
i=l
where the duration of the regeneration process, the information system, which has not happened
unauthorized access, equal

i =Xi NP+ ((ﬂi + Vi)JBl. +(6; +ai)JBi j'])(l.ﬁgol. TVido<y;
and duration of the regeneration process, the information system, which occurred unauthorized
access, equal
oi=X AP+ 6:J 4 <p,-
In relation o, use the following notation: 3; - the length of time between the implementation
of an attack on the object of protection, which should be parried the first security system, and
actuation of this safety system, provided that it was able to parry; B; -the event consists in the fact

that the regeneration of the i -cycle process, the information system for the implementation of attack
corresponding to the first security system, the security system retorted this wave in the time interval

i1 i1
ZGZ- + Z"’Zai +x:+90; | B, - denotes the opposite event - first security system is not
Jj=1 j=1

countered this attack on the object of protection in that time interval. For this model, it is obvious
0<B, <9,.

For the distribution function of time to unauthorized access, obviously, we have the following
relationship:

v—1
F,t)=P@<t)=P| Y o,+0c) <t|
i=1
For further transformations of F, (f) we use the method of conditional probability

distributions and express complex events through the conditional probability of this event under the
appropriate conditions. If the conditions are incompatible and form a complete group of events, the
absolute transformation of the distribution function F;(¢) for the total probability formula

F (s)=Me™" = iM(e‘sa’ v = n)P(v =n),
n=I

where 7, (s) = [ e dF,, (1) = El[e™" ]
0
Since all y, and y, are independent random variables, given that F (s) = Me °° and
ﬁG, (s) = Me 5% and the process in the regeneration, the P(v =n) = g(1 —g)"", where

q - likelihood of unauthorized access to the regeneration process, the information system. Easy to
see that
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v-1 ,
ZG;+GV

Ml |v=n)=M ), = (. ()" F.(s).

Consequently, the Laplace-Stieltjes F, (¢) rewrite

By = Y (F ) By ()l - g = 2 S)

C1=(1-q)F,(s)

Expression for the expectation of time before unauthorized access can be directly calculated
dr,(s)

ds

. We obtain
s=0

from the ratio of (1) or by using the well-known relation M@ =

_ 2
Ma):Ma’+1—qMG. @)

q
To find the expectation of use of the complex to the first accident is necessary to calculate

separately the expectations Mo’ and Mo . In calculating the expectation Mo’, we consider that

these random variables are mutually independent. Then, the mathematical expectation Mo ', we
can write as follows:

Mo'=M{(x n@)+ &) ) = M(x Np)+ MOP(x < ) =

1<
= [ F, @)1= F, e +[ (1= Fy (0)de [ F, (0)dF, (o).
0 7 f

By analogy with Mo’ compute the expectation o, which is equal to

Mo=M((xr@)+((B+y)pg+ (O +a)y) o +WJ o) =M(x A@)+
+M(B+y)p+ (6 +a)y) )+ MW ,.,) =I(l — F,(0)(1-F,(t)dt +
0

+P(y <o) (MB + My)P(B) + (M8 + Ma)P(B)) + MyP(p < x).

Substituting the calculated expectations Mo’ and Mo in (2) we have
1—
Mo=M(x n@)+ ) +7‘1M(u A+ (B+7) 5 +(E+0T ) o+ 1),

Note that the record of the distribution function for the random variables f3;, which depend

on the magnitude of o,, it is not possible, but it is possible to obtain upper and lower bounds for
the expectation of time before unauthorized access to information by using the order relation on the
set of distribution functions [3] . This assessment is written as follows:

Mo’ +1_7q(/\/1(;( /\(p)+(M7/P(B) +(M5+Ma)P(l_?))P(;( < (p))+Ml//P((p< ¥)<Mo< 3)

sMa’+1_7q(M(xw)+((M6+My>P(B>+(M6+Ma)P(TB>)P(xS¢>)+MwP((p<x>.

In order to calculate the upper and lower bounds, you must first assess the probability g
unauthorized access to the regeneration process of the information system. To get an estimate of the
probability of a closer look at the processes of the safety systems [3,6] .
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Consider a single cycle of the functioning of the information system and compute P(B), by
considering two auxiliary random variables U_and V_,, defined by the relations

U z§(l)+2[(7~(1)+9(1)) { (])g(]) (1)}(T(])+9(]))J+Z’7m

i=1 i=1

n n ©
Vv, = Zé(]) + Z[(T(l) + 9(1)) _{ (])g o }(T(l) 9(”)} + zn(l)
i=1 i=1 i=1

Where U, - the time of n-failure of the first security, and V/, - the end of the first security

system recovery after an-failure.
Because the process is functioning security system is alternating renewal process, we can
write

n n-1 @
U, :z§i(1) + Z[(T(l) + 9(1)) _{ g 9(])}(T(1) + 9(”)} +zn(1)
i=1 i=l

1
T() P

n n M
Vv, = z gi(l) + Z[(T(l) + 9(1)) _{ (])g o }(T(l) + 9(0)} + zn(l)
i=1 i=1

Then unauthorized access to the cycles of regeneration process, the information system
provided if

U” S)(<Vn _55 6 < Vn _Una
or if
Vn—l +T(]) <x <Vn—l + T(]) +9(]) _5,
Vo +@Y+00)V+T? <y <V,  +2(T" +07)-5;

(O] o
V”“{{%W}IJ(T P60T (])SKVn—I{Ta? (1)}( " 400)-s:

5<0W.

For further exposition must enter non-negative random variables
)
— (7D L oDy _ Sy M 4 g0
g, =(T"+6") {T“) m}(T +6")

— (D
A, =n,"+¢,-06,5=0"-
Here ¢, - the length of time from the moment of first refusal to security failure detection and

recovery is started.
Taking into account the circumstances of the unauthorized access to information, write the

expression for the probability of P(B):

&'
]
P(B) ZJ JU x<V,-6 A ,>0 + ZJ V4 =D)T O+ )x<t, 4 (7D 16D ) 5J§>0 F, (x)

n=1( =1

It follows that
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P(B) :ijP(Un AU, +An)Sx)d@(x)—ijP(Un +A, Sx)dE, (x)+
n=l( n=l(
&
© © 70490

(MY H, i@ 0000 AW, i T +6V)-00 +8) <x)|dF, (x) -

n=l( i=l

&
o ®© TO190
MY P i +00) 00 + ¢ <x)|dF, () =g, + 4.
n=l @ i=l
Note that
q :;{[{[((Fém *(Fé(n *F;7(1) *Eg)ﬂ(nil))(x) _(Fé(n *(Fé(n *F;7(1) *F;)ﬂml))(x—y)}f&(yﬂf;(x),

t
where Fé(l) *Fn“) (t)=J.F§(1) (t—z)an(l) (z) — convolution of the distribution functions
0

Fé(]) (t) and an (1), F*™ ()= F+F* " (4) — n-fold convolution of functions F(¢).
Probability G,

g, = [ [ (Ho(x) = Hy(x = p)dF, (0)dF  (x).

where H (x) = Z Fél * ( Fél *F % F ) "D(x) - O-function recovery process operation of
n
n=l
the first security system. The second term is converted analogously

|| 70560
G= M Y (P(Vn:] +i(T" +607) -6 <x)— AV, +iT" +607) -6 <x— y)) dE(»)dF, (x) The resulting

n=100 i=l

expression can be written using functions O-recovery:

1
5( )
T g0

g =[[M{ Y (Hoy ()= Hoy (x = ) {dF (»)dF, (x),
00

i=1

where H,(x)=)_F,(x), and F,

n=1

(X)=PV,_ +i(TV +60M)-0" <x)..

in

Further simplify the obtained relations is not possible, but you can get the asymptotic
estimates, using the limit theorems of renewal theory [4,5 ]:
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1

9~

Mn® +(a@® +9“))Mﬂ +1 4)
+

T +0

g(l)
MO +(TV+0M| | ———— |+1

M '
(Mn“) +(T" +0") +M{g @ }(T“) +6 —5)}

T Lo

g(l)
M{T(l) +oM ©

. ) 5)

and

9, ~
MO+ @V +0NM| T
+0

g(l)
1 +
M o M0 +5)")

g(l) ’
M () () M M
Mn +(T" +6 )M{T N +(T"+6%)

M

Summing (5) and (4) we obtain the probability that the first security system is not to parry by
protection time interval [ X+ 5)

+
M{n“)+(T“)+9“))—{ v }(T“)+9“))—5]

B TO g0
s M ® 4 gm ® 4w &
Mn®+TV+07)+ (T +0V)M 70 5 g0
é(]) 0 n
+

é(l)
(1) (1) (1) (1) (1)
Mnl +(T‘ +91)+(T‘ +9])M[T“)+9“)

Written explicitly I vdF, (y) and I ydF, (y)is quite difficult even for the relatively simple
0 0

case of exponential distributions of random variables, but you can use the Monte - Carlo method to
obtain the desired numerical estimates. Note also that

PB)=1-P(B).
Probability ¢ unauthorized access to the regeneration process of the information system in
accordance with the formula of total probability we can write
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q= P(accident on the regenaration cycle‘ » }’(x < go)+

+ P(accident on the regenaration cycle‘ - )P(X > go) =

=q"P(1 <)+ q?P(x > 0)= )IF (£)dF, () ‘2){ IF (t)dF ()]

Where q(l’z) - it's likely that the first regeneration cycle, followed by a second security

system will not be able to parry, and q(z) - the likelihood that the second regeneration cycle

security system will not be able to fend off the corresponding type of attack. Taking into account
that the safety systems are independent from each other, we can write

g = P(B B)g'?.
And finally, the estimate for the probability of q can be obtained using the same approach

that was used in calculating the above mentioned P(E ) Omit the intermediate calculations and
present the final result immediately:
5(2)
ME®D —9@ M

7@ L g®@

q(z) ~1—

5(2)
() @ 4 2 @ 4 p@
M +(T7 +67)+ (T +60 )M{T(2)+9(2)

Note that q(z) - factor unavailability second security system that takes the minimum value

during the control period with optimal prevention 7 o(f,i [6]
Optimal prevention period determined by the formula

T® :\/20(2)(M§(2) +Mn®)

onm

Thus, we managed to get the upper and lower asymptotic bounds (3) for the mean time to
unauthorized access.

The proposed mathematical model of reliability of information security systems with layered
security system with recoverable elements allows to take into account the temporal redundancy,
when one security system "insures" the other. The proposed two-sided estimate for the expectation
to unauthorized access to information provides a fairly narrow range of values for this indicator
system reliability, simply calculated and takes into account a large number of different parameters
of functioning of the system of information protection. The relations obtained are valid without any
assumptions regarding the distribution functions of random variables.
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