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Abstract 
 

In this paper a hybrid approach for image encryption is proposed by combining AES, a 

standard cryptography algorithm, along with splitting and block permutation. A 

standard image (Lena) is taken as an input and to enhance the security, the image is 

divided into 4*4 matrix followed by block permutation before encryption of the image 

with AES. Comparison of various parameters with and without block permutation 

confirms the superiority of the proposed method in terms of better results after using 

splitting and permutation functions.  
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I. Introduction 
 

Since the growth of digital communication using internet is increasing at a rapid rate, security of 

personal/sensitive or commercially valuable information against unauthorized access, misuse and 

disclosure poses an ever increasing challenge. Images are used in various fields like e- commerce, 

medical imaging, multimedia, telemedicine, military etc. and necessarily have very confidential 

information in most of these applications. Currently various standard algorithms exist which were 

initially designed for text data but are not very effective when it comes to image data [1, 2]. This is 

because since images have properties which are different from those of texts, these algorithms 

cannot be implemented directly over the image data and so a different encryption process needs to 

be adopted.  Encryption is a part of cryptography which converts data into unintelligible form so 

that the original content cannot be accessed or utilized by an unauthorized person and is a 

common technique to protect data in the form of text or as images [3]. In particular, there has been 

a huge increase in the use of images in various applications such as in multimedia systems, 

internet communication, medical imaging, telemedicine, e-commerce, military communication etc., 

which, in turn, has generated intense research in the field of image encryption. The present work 

makes use of a symmetric block cipher algorithm, Advance Encryption Standard (AES) since it is a 
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widely used and standard algorithm which is also readily available. The popularity of AES for 

encryption of texts is because it requires relatively less memory for implementation, is fairly robust 

against attacks and is also fast. However, the direct application of AES to images does not replicate 

the results as in the case of texts. In order to extend the application of AES to images with 

enhanced security, in the present work, functions like splitting, rotating and reshuffling of blocks 

have been performed over the image before implementing AES. To test the efficiency of the 

algorithm, a standard coloured Lena image of size 256*256 in jpeg format has been used as input 

image in this work.The encryption and decryption processes have been carried out in JAVA 

followed by testing and analysis of various parameters using MATLAB. Following the 

introduction which forms Section 1, the rest of the paper is organized as follows: Section 2 presents 

the literature review, Section 3 gives details of the AES algorithm, Section 4 presents the proposed 

approach, Section 5 discusses and analyzes the experimental results and section 6 consists of 

conclusions. 

 

 

II. Background 
 

Zeghid et al. [4] have implemented a new, modified version of AES over images. They have added 

a key stream generator to AES to remove textured zones in existing algorithms. The authors have 

also compared the scheme with other existing symmetric cryptography algorithms. 

Using an AES algorithm, Deshmukh [5] has reconstructed the image without any distortion and 

concluded that the algorithm is strong enough against most common attacks such as the plaintext 

attacks, brute force attack and cipher attacks because of its extremely large security key space. 

Karwande and Mirza [6] have first split an image into a 3*3 matrix and then applied the AES 

algorithm over the split image to provide more security. In the decryption process, the reverse 

order was followed; i.e., the split image was obtained first followed by the original image. 

Brindha et al. [7] have carried out image encryption using symmetric block cipher algorithm and 

have made use of the DES algorithm for this purpose. They have first converted the image into 

byte array which was then converted into string which was used as an input. Authors have also 

compared the implemented algorithm with AES algorithm.  

In an earlier work, Shaktawat et al. [8] had implemented three symmetric block cipher algorithms 

AES, DES and Blowfish over a real image and then made a comparative study to show the 

efficiency of these algorithms over the image data. The results of this study indicated that DES has 

very good performance followed by Blowfish while AES showed the lowest performance.  

 

 

III. Advance Encryption Standard (AES) algorithm 
 

Advance Encryption Standard is also known as Rijndael algorithm [1]. AES is a block cipher which 

was developed by two Belgium cryptographers, Joan Daemen and Vincent Rijmen, in 2000 [2]. 

Daemen and Vincent submitted their algorithm to NIST for the selection process of AES and it was 

among five finalist algorithms. The AES algorithm developed by Daemen and Rijmen became 

effective as a US Federal Government standard on 26th May 2002, after approval by the secretary of 

commerce [1-3]. It is being used worldwide for text encryption and is a well-known symmetric 

block cipher algorithm. It supports key sizes of 128, 192 and 256 bit. There are 10, 12and 14 rounds 

for 128, 192 and 256 bit keys respectively [9]. Figure 1 shows the block diagram of AES. 
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Figure 1: Encryption and decryption process of AES 

 

IV. Proposed work 

 
In this section, the proposed approach of implementing AES algorithm using block permutation on 

an image is presented. Implementation of AES algorithm is done in JAVA and experimental 

analysis is done using MATLAB. Initially a standard, coloured image (Lena) with size of 256*256 

has been taken as an input from GOOGLE. The image is divided into 4*4 matrix which results in 16 

blocks. These blocks are then permuted or rotated to change the position of blocks and pixels in the 

image. A 128 bit key, generated using a random number generator, is used to encrypt the 

reshuffled image through the AES algorithm. Figures 2 and 3 show the block diagram of proposed 

encryption and decryption methods respectively.  

 
 

Figure 2: Block diagram of proposed encryption method 

  

 
 

Figure 3: Block diagram of proposed decryption method 
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In the decryption process, the cipher image is taken as an input and decrypted with AES algorithm 

using the same key generated for encryption process. The permuted image is obtained after 

decryption and then reverse permutation operation is applied to the image to obtain the split 

image which is then combined with all sixteen blocks to get the original image. As shown in figure 

3, after decryption the same image with same quality as that of the original is obtained as the 

original image.  

 

V. Statistical Analysis and Result 
 

i. Histogram: A histogram of an image is a graphical representation of the tonal distribution in an 

image. The entire tonal value can be judged by looking at the histogram since it shows the 

frequency of similar pixels in an image [10]. The histograms of images encrypted using the 

proposed method are uniform and are significantly different from the histogram of the original 

image (Figures 4, 5 and 6). On comparing the histograms of the image which has been encrypted 

without using permutation (Figure 5) with the one which has been encrypted after permutation 

(Figure 6), it is evident that the histogram displayed in Figure 6, i.e, of the image which was first 

split and then permuted followed by encryption is much more uniform. This means that using 

the proposed hybrid method of combining AES with block permutation operation results in a 

very low frequency of similar pixels. On comparison of the histograms in Figures 4 and 5 

(original and encrypted images respectively) it is also evident that the decrypted image is similar 

to the original one. 

  
Figure 4: Original image and Histogram 

  
Figure 5: Encrypted image and Histogram with 

AES (without block permutation) 

  
Figure 6: Encrypted image and Histogram with 

AES using block permutation 

  
Figure 7: Decrypted image and Histogram 
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ii. Entropy: Entropy simply indicates the disorder of the content in an image and is calculated to 

test the randomness of pixels in an image. The highest value of entropy is 8 [11, 12]. It can be 

observed from table 1 that a higher level of entropy, with a value close to 8, is obtained with 

encryption process after using permutation function with AES algorithm.  

 

iii. PSNR: PSNR computes the peak signal to noise ratio of an image and is used to measure the 

quality an encrypted image [13]. A low value of PSNR indicates that the original image and 

encrypted image are significantly different from each other pointing to the higher security of the 

encrypted image [14]. From table 1 it is evident that implementing the technique proposed in the 

present work, which consists of AES with splitting and permutation, yields a lower PSNR ratio 

than on application of directly implemented AES. 

 

iv. Correlation: Correlation indicates any statistical relationship between the pixels of an image. It 

indicates the dependency of pixels or how the pixels in an image are correlated [15]. The adjacent 

pixels in an image are always highly correlated and encryption process spreads the pixels in the 

image. The highest value of correlation is 1. A low value of correlation implies that the adjacent 

pixels have less dependency and are not easily predictable [16, 17]. From table 1, it is observed 

that in the approach adopted in the present work, the correlation parameter has very low values, 

particularly for the horizontal case. This implies that using the proposed method results in a very 

low correlation among the adjacent pixels, which, in turn indicates stronger security than on 

direct implementation of AES. 

 

Table 1: Comparison between AES and AES using block permutation 

Algorithm Entropy PSNR 
Correlation 

Vertical Horizontal Diagonal 

AES 7.5487 11.37 0.0324 0.0010 0.0778 

AES using Block Permutation 

(present work) 
7.7926 10.04 0.0205 0.0003 0.0410 

 

 

VI. Conclusion 

 
In this paper, a standard, coloured image of Lena is taken as an input and the outcome of the 

implementation of block based symmetric encryption algorithms AES is presented over the image 

based on some statistical parameters. The superior performance of this standard cryptography 

algorithm over the image data after the implementation of substitution and transposition 

approaches by using splitting and permutation functions is amply demonstrated. This is because 

potential attackers cannot predict that image has first been divided and re-arranged through a 

random permutation before being encrypted with AES. The study and results of statistical analysis 

in the case of the hybrid approach adopted in this work shows that the performance is very good 

with a positive outcome in terms of randomness of the pixels of the encrypted image as it has the 

higher entropy and PSNR values than the original or direct approach since the histogram and 

correlation test establishes the reduced dependency and predictability of pixels. This work thus 

shows how very good results can be achieved by a rather simple modification to a standard AES 

algorithm which already exists. We are currently in the process of extending this work by 

exploring the possibility of including other functions for substitution and/or transposition of the 

image to this standard cryptographic algorithm to improve its performance and hence to make it 

more versatile in the field of image oriented applications. 
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