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Abstract

An approach to the formalization of the standard knowledge management process is proposed,
taking into account the requirements for information protection. The approach has been developed
to the level of methodical approach for estimation and rationale system solutions to reduce risks
and/or retain risks within acceptable limits for various threats scenarios. The use of the approach
allows to estimate the impact of various threats on knowledge management process performance by
probabilistic measures (including threats to the violation of information protection requirements).
The usability of the proposed methodical approach is demonstrated by examples.
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1. Introduction

Modern enterprises widely use the standard system process of knowledge management (see, for
example, the descriptions of the standard process in ISO/IEC/IEEE 15288 “Systems and software
engineering — System life cycle processes”). This concerns to both developing and operating
systems, their subsystems and processes. In particular, the enterprise may be considered as a system
interested in knowledge management about itself. The purpose of the system knowledge
management process is to improve the quality and/or security and/or effectiveness of the system or
related systems through the acquisition, creation, distribution, timely application and storage of
useful knowledge in lifecycle. In turn, the knowledge itself serves as the basis for extracting latent
effects and preventing possible errors during creation, operation of systems and their
decommissioning.

Note. Knowledge means the volume of comprehensions and skills that are invented by people.

In the process of knowledge management, new knowledge is created and acquired, knowledge
bases and centers (KnC) are formed. This explains the importance of the problem of storing acquired
knowledge in the conditions of heterogeneous threats, including threats to the information
protection. There are many works on risk analysis, see for example [1-22]. In [20] a qualitative risk
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assessment is carried out using a general method of analogy, the essence of which is to analyze a set
of data on similar projects. In [21] risk analysis, risk factors identification and systematization are
based on spatial structuring in the coordinate plane, including development trends and features of
the territory, taking into account its own possibility, the ability for innovations and competent risk
management. In [22] the risks identification, the definition of priority strategies for reducing risks in
supply chain is carried out using the supply chain Performance Standard (SCOR), Fuzzy Failure
mode and Effect analysis (Fuzzy FMEA) and Fuzzy Analytical Hierarchical Process (FAHP).
According to ISO Guide 73 risk is understood as effect of uncertainty on objectives considering
consequences (an effect is a deviation from the expected — positive and/or negative). However
despite a lot of works, the issue of risks prediction, choosing system solutions to reduce risks and
retain them within acceptable limits continues to remain relevant.

In comparison with the existing approaches, the proposed approach allows to estimate the

impact of various threats on the effectiveness of the knowledge management process (including
threats to the violation of information protection requirements), allows us to predict risks taking
into account the complexity of the modelled system and measures to counter threats in each element,
determine the reliability of the process and required information protection. It is expected that the
use of the proposed approach in knowledge management processes in modern KnC will help both
to increase the effectiveness of the process itself, and to choose and apply the rational measures to
reduce risks and/or retain risks within acceptable limits for various threats scenarios.

2. General

It is proposed the approach to assess the integral risk of violation of the knowledge management
process performance, taking into account the requirements for information protection and the
particular risks (concerning the actions performance and the generalized risk of unreliability of
knowledge management process performance).

It is proposed to characterize particular risks by the probabilities of corresponding events (in
comparison with possible consequences):

- the probability of violating the reliability of the knowledge acquisition process performance
without taking into account the requirements for information protection;

- the probability of violating the reliability of creating useful knowledge without taking into
account the requirements for information protection;

- the probability of violating the reliability of the distribution of acquired or created useful
knowledge without taking into account the requirements for information protection.

In turn, the reliable distribution of acquired or created useful knowledge means their application
in time.

The generalized risk of unreliability of the system knowledge management process performance
takes into account all the listed particular risks .

Possible ways to reduce risks that can be quantitatively justified are itself the mechanisms for
directly managing risks in the knowledge management process performance:

- for the risk of violating the reliability of the knowledge management process performance
without taking into account the requirements for information protection, this is the fulfillment of the
necessary conditions with the completion of all the actions taken by the processes of acquiring
knowledge and creating useful knowledge (compliance with the delivery dates of acquired
knowledge and created useful knowledge and the acceptable level of defects in them);

- the risk of violating the requirements for information protection in the process of knowledge
management — this is a reduction in the frequency of occurrence of sources of threats to the violation
of information protection requirements in the process of knowledge management (if possible), an
increase in the time of threat development before the violation (if possible), optimization of the time
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period between system diagnostics, reducing the duration of system diagnostics and system

recovery time after a violation, choosing a prognostic period when effective preventive management
actions are possible;

- the integral risk of the violation of the knowledge management process performance, taking
into account the requirements for information protection, is a balanced action to ensure the reliability
of the knowledge management process performance and information protection in the process,
aimed at risks retention within acceptable limits.

The following statement are to be considered:

- analyzed objects for risks prediction in the knowledge management process performance;

- propositions on formalization;

- measures;

- the procedure for risks prediction;

- calculation methods, examples, interpretations.

3. Analyzed objects for risks prediction in the knowledge management process
performance

To predict the risks it is proposed to define:

- the composition of the output results and performed actions of the knowledge management
process and the assets used in this process;

- a list of potential threats and possible scenarios of the occurrence and development of threats
for the output results, the actions performed by the process and the assets used in this process;

- technologies for countering threats used in the process of managing knowledge in given system
application environment;

- formalized requirements or conditions for completing the necessary actions of the knowledge
management process, meeting the deadlines for the delivery of knowledge, the absence of defects in
the acquired and created knowledge, the distribution and application of useful knowledge.

To calculate typical risk measures, the analyzed entities are considered as a modelled system of
simple or complex structure. In the models and methods of system analysis, in relation to such
modelled systems, data obtained after the occurrence of events, according to the identified
prerequisites for the occurrence of events, and data collected and accumulated statistics on the
process and possible conditions for its implementation are used [1-8], [13-14].

Depending on the goals of risk prediction, models are presented in the form of a «Black box» or
in the form of a complex structure. For separate elements of a complex system or for its rough
modeling, a «Black box» models are used. To obtain more accurate results of risk prediction, a
complex modelled system is decomposed to the level of composite system elements characterized
by their parameters and operating conditions and combined to describe the integrity of the modelled
system by the logical conditions "AND" and "OR". At the same time, the integrity of the modelled
system (or system element) during specified prognostic period means such a state of this system (or
system element) that during this prognostic period corresponds to the intended purpose of the

applied model.

Notes

1 The logical condition " AND" for two elements connected by this condition is interpreted as follows: the modelled
system of two sequentially connected elements is in a state of integrity when " AND" the first element, " AND" the second
element are in a state of integrity.

2 The logical condition "OR" for two elements connected by this condition is interpreted as follows: a system of two
elements connected in parallel is in a state of integrity when "OR" the first element, "OR" the second element is in a state of
integrity (in particular, when the execution of separate actions is duplicated to increase reliability).
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4. Proposition for formalization

To solve the problems of system analysis, a modelled system can be: a set of output results and/or
assets, a set of actions of the knowledge management process, united by a purpose in the interested
system.

For each of the elements of the modelled system, depending on the goals set, their own system
analysis tasks can be solved. In general, the modelled system is represented as a «Black box» or as a
complex system, the elements of which are combined sequentially or in parallel. At the same time,
each element may be characterized by its own heterogeneous threats and the technologies used to
control, monitor and recovery the violated integrity — see, for example [1-8], [13-14].

For each of the elements and for the modelled system as a whole, a space of elementary states is
introduced (taking into account the logical relationships of the elements with the conditions " AND",
"OR").

For example, in the application to predicting the risk of violation of information protection
requirements, the space of elementary states on the time axis can be formally defined by two basic
states:

- "Compliance with the requirements for information protection in the process of knowledge
management is ensured", if the requirements for information protection are met during entire
prognostic period, i.e. from the point of view of mathematical modeling, their non-compliance leads
to damage;

- "Compliance with the requirements for information protection in the process of knowledge
management is violated" - otherwise.

In the application to the prediction of the integral risk of violation of the process performance,
taking into account the requirements for information protection, the space of elementary states on
the time axis can be formally defined by the other two basic states:

- "The reliability of the knowledge management process performance and the fulfillment of the
requirements for information protection in the system are ensured”, if during entire prognostic
period the reliability of performing certain actions of the process for obtaining output results and
the fulfillment of certain requirements for information protection are ensured;

- "The reliability of the system knowledge management process performance and/or the
fulfillment of the requirements for information protection in the system is violated" — otherwise.

In general, it is possible to expand or rename the elementary states themselves, the main thing is
that they form a complete set similar to the sets presented above.

The use of the risk prediction helps to justify acceptable risks. In fact, for each analyzed object
there are its own conditions of acceptability in the intended use. The priority is to choose the criterion
of acceptable risk based on the precedent principle. The essence of the precedent principle is that as
a norm for information protection, such a value of acceptable risk is established, which was chosen
as acceptable based on the results of modeling various past events. For the specified prognostic
period, the calculated risk values that are characteristic of the violations that have taken place are
determined as unacceptable, and those that are smaller than those that are unacceptable are
determined as acceptable (these risk values correspond to the precedent absence of violations of
information protection requirements).

As measures to counter threats that can reduce the calculated risks when they are applied, more
frequent (compared to the time of threat development) system diagnostics or control with the
restoration of normal operation (of the system, process, system element) can act. When using the
specified limits of acceptable risk, predictions for real cases of violations of the norm "before" and
"after" the occurrence of violations allow (when using the quantified limits of acceptable risk) to
perform an analytical rationale of proactive measures to reduce or retain risks within acceptable
limits and/or reduce costs and / or possible damages under the specified restrictions. The reasoned
determination of balanced system measures and actions that prevent the occurrence of damage
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under restrictions on resources and acceptable risks, as well as the assessment and rationale of

effective short-, medium - and long-term security plans are carried out by solving independent
optimization tasks using the calculated values of the predicted risks.

5. Measures

In application to modeled system, which can be represented as a «Black box» or a complex logical
structure, the next measures are proposed:

Rgen (Tspec) — the risk of unreliability of the knowledge management process performance during
specified prognostic period Ty, without taking into account the requirements for information
protection;

Rgec (Tspec) — the risk of violating the requirements for information protection in the process of
knowledge management during specified prognostic period Tpec.;

Rint (Tspec) — integral risk of the violation of the knowledge management process performance,
taking into account the requirements for information protection during specified prognostic period
TspeC'

The integral risk of the violation of the knowledge management process performance depends
on unreliability of the process performance or on the violation of requirements for information
protection, or both, with the severity of possible consequences.

6. The procedure of risks prediction

To predict the risks, it is proposed to perform the following steps:

1) to define the modelled system and set the analyzed objects of risk prediction;

2) to set the specific goals of risk prediction;

3) to create a list of possible threats. The decision is made to represent the modelled system in the
form of a «Black box» or in the form of a complex structure decomposed to composite elements.
They form the space of elementary events for each element and the modelled system as a whole;

4) to select calculated measures and suitable mathematical models and methods (including
methods to increase their adequacy).

7. Calculation methods, examples, interpretations

The proposed methods to rationale system solutions, to reduce risks and/or retain them within
acceptable limits are presented in combination with examples and the practical interpretations of
the calculation results concerning some problems of Arctic development.

To achieve the main goals in the Arctic development for the period up to 2035, numerous
problems must be systematically solved in the areas of social and economic development,
development of the infrastructure of the Arctic zone, development of science and technology in the
economic interests, environmental safety, development of international cooperation, ensuring the
protection of the population and territories of the Arctic zone from natural and man-made
emergencies, ensuring information protection. The system solution of the entire set of tasks is based
on knowledge management, based on the analytical processing of heterogeneous monitoring data
and providing for the improvement, accumulation and timely application of emerging knowledge.

Unavoidable uncertainties in the specifics of applications for a given prognostic period are taken
into account when solving practical problems using mathematical modeling, risk prediction, system
analysis and optimization at various meta-levels.

Given the complexity and versatility of the practical tasks being solved for the development of
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the Arctic region, the creation of one or more KnC is inevitable. In the conditions of real and potential

threats to the security of critical information infrastructure, information protection in the KnC is of
priority importance. Without going into the details and specifics of the heterogeneous knowledge to
be integrated and applied, some practical problems to the use of this methodic approach are
concerning:

- to solve the profile tasks of ensuring environmentally safe marine exploration, production and
transportation of various types of minerals in extreme natural and climatic conditions (profile tasks
of the 1st type);

- to solve specialized tasks of ensuring integrated safety of operations on the continental shelf,
including monitoring and forecasting of extreme situations of natural and man-made nature (profile
tasks of the 2nd type);

- to solve the specialized tasks of preventing and eliminating emergency oil spills in ice
conditions, including the creation of technologies for detecting oil under ice (profile tasks of the 3rd
type);

- to solve the profile tasks of developing technologies for integrated hydrometeorological and
environmental monitoring of natural hazards in the Arctic regions (profile tasks of the 4th type);

- to solve the profile tasks of developing technologies for remote sensing of the Earth, including
environmental monitoring, resource estimation and forecasting of the state of the Arctic
environment (profile tasks of the 5th type).

The methodic approach is illustrated by the examples of the predictions:

- the risk of unreliability of the knowledge management process performance without taking into
account the requirements for information protection;

- the risk of violating the requirements for information protection;

- the integral risk of the violation of the knowledge management process performance, taking
into account the requirements for information protection.

For certainty from the point of view of system engineering for information protection, two
options are considered: the creation and operation of five autonomous specialized KnC, each of
which specializes in solving its own profile tasks (option 1), and the addition of a single KnC
integrating the capabilities of all autonomous KnC (option 2). Taking into account possible
consequences, the objectives of risk prediction are formulated as follows. In the conditions of existing
uncertainty:

- to quantify the risk of unreliability of the knowledge management process performance without
taking into account the requirements for information protection;

- quantify the risk of violating requirements for information protection (both piecemeal for each
KnC, and for a complex of all KnC);

- identify critical conditions in the development of various threats;

- to quantify the integral risk of violating the reliability of the knowledge management process
performance, taking into account the requirements for information protection;

- to determine such a period in which guarantees of non-excess of acceptable risks are maintained.
Examples 1-3 show an assessment of the risk of unreliability of the knowledge management process
performance (without taking into account the requirements for information protection). Assuming
the commensurability of possible consequences, the examples assess the probabilities of unreliability
of acquiring and creating useful knowledge and the probability of unreliability of the distribution of
acquired or created useful knowledge and their timely application.

7.1. Example 1

The example shows an assessment of the risks of unreliability of the knowledge acquisition process
performance.
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When assessing the risks of unreliability of the knowledge acquisition process performance, the
methods of system analysis are adapted in terms of assessment:

- the risk of incomplete performance of the necessary actions for the supply of acquired
knowledge;

- the risk of violation of the delivery dates of acquired knowledge;

- the risk of an unacceptable defects level in the acquired knowledge (analytical errors,
descriptions, unsubstantiated conclusions and/or recommendations).

From the point of view of calculations, the models for assessing the above risks are identical,
since when assessing each of the risks, the calculated probabilistic measures are compared with the
possible consequences proper due to non-fulfillment of the conditions for acquiring knowledge.

The example below shows an estimation of the violation of the reliability of the timely delivery
of acquired knowledge. The estimation of the incompleteness of performing the necessary actions to
supply the acquired knowledge and the presence of an unacceptable defect in the acquired
knowledge (analytical errors, descriptions, unsubstantiated conclusions and/or recommendations)
is done by analogy.

The probability Ry l-(Tspec ;) of violation of the terms of a single delivery for knowledge of i-th
type for a given time Tp,.; is calculated by the formula

thi(Tspeci) = Nseci(Tspec i)/Ni (Tspec i)/ (1)

where Ng l-(TSpec L-) and N;(Tspec ;) — accordingly, the number of violations and the total number of
deliveries in a given time T ; to the knowledge of i-th type statistics.

The delivery time fulfillment indicator for k-type knowledge is defined as follows
Zierm i (Tspeci) =
{ 0, if the conditions of delivery terms are met;

)

Riq L-(TSpec l-) according to the formula (1), if the conditions are not met or not specified.

The condition for fulfilling the terms of the knowledge delivery of k-th type is defined as the
condition for not exceeding the maximum acceptable level R,y L-(TSpec l-), set for the probability of
violating the terms of a single delivery. This condition is expressed in the form:

Riq i (Tspeci) < Raddtd i(Tspec)- In the expression for the generalized risk the execution rate of the
delivery terms for the acquisition of knowledge of i-th type Zierm; (Tspec;) is marked as
Z(acq)termi (Tspec i)‘

The probability of violation of delivery dates for the entire set of knowledge of various types
implemented in the process according to statistical data, taking into account the multiplicity of
deliveries characterized by the input data for each of the types of knowledge, is calculated by the
formula

I

1
R (Tspec) =1- Z M;[1— Ry, (Tspec l)]/z M;;
i=1 i=1

where T, —is the specified total delivery time of the entire set of knowledge of various types,
including all the particular values of Ty, ; taking into account their overlaps, M; —is the number
of deliveries of knowledge of the i — th type taken into account for multiple deliveries, in the
expression for the generalized risk in relation to the acquisition process , the designation M(acq) 7,
i=1,...,1(acq) is used.

In accordance with the tasks set for the development of the Arctic region, it is planned to acquire
several types i of knowledge. The acquisition of all types of knowledge, with the exception of one,
takes place without violating the delivery dates, i.e. in this case Zierm ; (Tspec ) = 0. Therefore, the risk
assessment takes into account only the type of acquired knowledge for which the delivery dates are
violated.
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Taking into account the statistical data on the development of the Arctic, for certainty, it is

conditionally assumed that for a given time Ty ; = 1 year for type i of knowledge, the total number
of deliveries N; = 100, the number of violations of delivery dates Ng..; =3, which is 3% of the total
number of deliveries, and the number of multiple deliveries M = 1.

The results of the estimation of the violation of the reliability process performance of creating
useful knowledge are completely identical to this example.

7.2. Example 2

The example illustrates the assessment of the risks of violating the reliability process performance
of distributing useful knowledge. The methods for calculations see in [13-14].

Let's assume that, taking into account statistical data, the frequency of a significant change in the
usefulness of knowledge about Arctic conditions in the system's knowledge base will be no more
than one change per 10 years, i.e. § =10 years. The average time for acquiring or creating and placing
new knowledge in the knowledge base of the system (from the creators or distributors of knowledge)
will be about three months, i.e. Tynowledge base = 3 months, which, translated to the same units of
measurement, is 0,25 years. Updates from the KnC are delivered to the system consumers on a
monthly basis, i.e. ¢ =1 month or 0,083 years. In addition, a restriction is imposed on the probability
of violating the reliability of the distribution of useful knowledge from above: this probability should
not exceed the maximum allowable level Radd_dist(Tspec ) =0,10.

Thus, the risk assessment for the discipline of knowledge distribution immediately after its
acquisition or creation is determined by the formula

Raist = 1 : =1-10/(10+0,25) = 0,024. @)

- &+Tknowledge base

The risk assessment for discipline periodic distribution of knowledge regardless of the dates of
their acquisition or creation, i.e. regulation (confirming the usefulness of existing stored knowledge
in the absence of changes) is determined by the formula

—1_ ¢ _ _9)] =
Raise = 1 q((+Tknowledge base ) [1 exp( E)]
~1- 102:[1-exp(-0,083/10)]/0,083-(10+0,25)=0,060. )

Since the condition of not exceeding the maximum acceptable level of
Rdist(Tspec) < Radd_dist(Tspec ), is met, this indicator can be neglected in further calculations, i.e.
Zys (Tspec) =0, the conditions for the distribution of knowledge are met, see formula (6). For the
period Typec, for which the input data § Tknowledgebase, q, is determined, the indicator of the
reliability of the distribution of useful knowledge, assuming the timeliness of their subsequent
application, is defined as follows

Zys (Tspec) =

0, if the conditions for the distribution and application of knowledge are met;

(6)

{Rdist (Tspec) according to formulas (4)and(5), if the conditions are not met or not specified.

7.3. Example 3

The example presents an assessment of the generalized risk of the unreliability of the knowledge
management process performance, which is determined by the formula

Rspec (Tspec) =1- [1 - Zus (Tspec )] :

57



Andrey Kostogryzov, Roman Avdonin, Andrey Nistratov
METHODICAL RATIONALE OF SYSTEM SOLUTIONS TO REDUCE

RISKS AND RETAIN THEM WITHIN ACCEPTABLE LIMITS FOR RT&A, No 4 (71)
KNOWLEDGE MANAGEMENT PROCESS Volume 17, December 2022
K(acq) K(creat) (7)
{ Z W(acq)k[l - Z(acq)actk( spec k) Z W(Cr)k[l - Z(Cr)actk( spec k)] +
k=1
I(acq) I(cr)
+ Z M(acq)i[ Z(acq)termL( pect)] + Z M(CT') Z(Cr)terml( pect)] +
i=1
l J(acq) Jer)
+ Z L(acq)][l _Z(acq)def]( pecz) + Z L(Cr)] 1 - Z(Cr)def]( pect)]}
j=1 j=1
K(acq) I(acq)
/1 Z Wacy + ) M(acg)
i=1
](acq) K(cr) I(cr) J(cr)

+ Z L(acq); + Z W(cr), + Z M(cr); + Z L(cr);l,

where Tp. —is the specified total time, including all the partial values Tspec ks Tspecis T'spec;

Rgpec(Tspec ) = 1-[1:(1-0,03)+1+(1-0,03)+1+(1-0,03)+1+(1-0,03)+1+(1-0,03) +1+(1-0,03)]/(1+1+1+1+1+1) =
=0,03.

As a calculation result, the risk of unreliability of the system knowledge management process
performance in the prognostic period of 1 year will be approximately 0,03.

7.4. Example 4

The example demonstrates the prediction of the risk of violation of information protection
requirements in several autonomous KnC. Elements of the modelled system are elements 1-5,
formally associated with assets and output results of solving profile problems of the 1st-5th types,
respectively.

By definition, the absence of violations of information protection requirements in the modelled
system is considered to be ensured during a given prognostic period if there are no violations in all
autonomous data centers during this period. The prognostic period itself for an separate element
can be interpreted as referring to the stage of creation (for threats inherent in this stage), and to the
stage of operation in the future (for potentially possible threats).

Performing step 3 of this methodic approach (see section 6), many critical threats were identified
that affect the information protection of each of the structural elements of the modelled system.
Hypothetical input data for each of the five elements of the modelled system with a brief rationale
in the comments are presented in Table 1.

Table 1: Hypothetical input data for predicting the risk of violation of information protection requirements

Input data Element # Values and comments
G — the frequency of 1 four times a year, which is commensurate with the occurrence of
occurrence of sources of threats associated with subjective factors and errors of intermediate-
threats to the violation qualified IT specialists in solving problems of ensuring
of information environmentally safe offshore exploration, production and
protection requirements transportation of various types of minerals in extreme natural and

climatic conditions

2 twice a year, which is commensurate with the time of failure of
software and technical equipment to ensure comprehensive safety of
operations on the continental shelf, including monitoring and
forecasting of extreme situations of a natural and man-made nature

3 once a year, which is commensurate with the emergence of threats

related to the causes of human errors at the decision-making levels for
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the prevention and elimination of emergency oil spills in ice
conditions, including the creation of technologies for detecting oil
under ice
4 once in two years, which is comparable with the emergence of threats
from the use of undeclared capabilities of the software technology
integrated hydrometeorological and environmental monitoring of
natural hazards in the Arctic regions
5 once in two years, which is comparable with the emergence of threats
from the use of undeclared capabilities of the software in the
technologies of remote sensing, including environmental monitoring,
resource estimation and forecasting of the Arctic environment
B - the average time of 1-5 1 day
threat development (it is assumed that due to the source of threats, they are activated not
from the moment of the immediately, but with a certain delay of at least a day)
occurrence of threat — this is the time before possible damage after the occurrence of threat
sources to the violation signs
of information
protection requirements
Tav— the average time 1 1 hour
between the end of the - it is determined by the regulations for monitoring the integrity of the
previous and the KnC software and assets during shift work in terms of marine
beginning of the next exploration, production and transportation of various types of
diagnostics of the minerals in extreme natural and climatic conditions
system's capabilities to 2 1 hour
meet the requirements - is determined by the regulations for monitoring the integrity of
for information software and assets when monitoring extreme situations of a natural
protection and man-made nature
3 2 hours
- it is determined by the regulations for monitoring the integrity of the
KnC software and assets during shift work in terms of preventing and
eliminating emergency oil spills in ice conditions
4 1 hour
- is determined by the regulations for monitoring the integrity of the
KnC software and assets during complex hydrometeorological and
environmental monitoring of natural hazards in the Arctic regions
5 8 hours
- it is determined by the regulations for monitoring the integrity of the
KnC software and assets during shift work in terms of remote sensing
of the Earth, including environmental monitoring, resource estimation
and forecasting of the state of the Arctic environment
Tdiag— the average time 1-5 30 seconds
for diagnosing the state which is commensurate with the duration of automatic integrity
of assets and the system control of the software and assets of the KnC
itself
Trec — the average 1-5 5 minutes
recovery time of the including rebooting the software
required norm of and restoring the KnC data
information protection
effectiveness after
detection of violations
Tspec— the specified 1-5 From 1 month up to 2 years
duration of the (to determine the period during which guarantees are maintained that
prognostic period the acceptable risk of violating information protection requirements
will not be exceeded)

The analysis of modeling results showed that in probabilistic terms, the risk of violating the
requirements for information protection during year will be about 0,222 for the entire complex of
knowledge centers, see Figure 1, amounting to 0,080 for the 1st element ("bottleneck"), not exceeding
0,041 for the 2nd-4th elements, and 0,072 for the 5th element ("bottleneck"). If the duration of the
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prognostic period changes from one to four months, the risk increases from 0.020 to 0.080. For an

acceptable risk level of 0,050, a period of up to 2.5 months is justified, in which guarantees are
maintained that the acceptable risk will not be exceeded for the entire complex of KnC, characterized
by the conditions of the example from Table 1-see Figure 2.

0.222

The level of risks for the output results of CKn 1
(element 1) and CKn 2 (element 5) are determining
the overall risk of violation of information protection

requirements for the year

A = e N
0.0 774 2 3 4

Figure 1: Assessment of the risk of violation of information protection requirements

0.080 :
Up to 2.5 months, guarantees are maintained
that the permissible risk of 0.05 is not ‘
exceeded when implementing the knowledge
management process characterized by the
conditions of Example 5

0050 -------eeeseaeasea e ‘ o

0.020-—
2.5 4
month months months

Figure 2: Dependence of the risk for all knowledge centers on the prognostic period of one to four months

The risk levels for threats to the output results of the KnC 1 (related to subjective factors and errors
of intermediate-qualified IT specialists in solving problems of ensuring environmentally safe
offshore exploration, production and transportation of various types of minerals in extreme natural
and climatic conditions - element 1) and threats to the output results of the KnC 2 (related to the use
of undeclared software capabilities in Earth remote sensing technologies, including environmental
monitoring, resource estimation and forecasting of the state of the Arctic environment-element 5)
are determining the overall risk of violating information protection requirements for the year.
Moreover, the reason that element 1 is a kind of" bottleneck " in the KnC complex is the relatively
high frequency of occurrence of sources of threats to commit human errors (4 times a year). And for
element 5, the reason is the relatively long average time between the end of the previous one and
the beginning of the next diagnostics of the system's capabilities in terms of meeting information
protection requirements (after 8 hours) — see Table 1.
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7.5. Example 5

The example demonstrates the prediction of the risk of violation of information protection
requirements with the addition of a single KnC that integrates the capabilities of all autonomous
KnC and performs the functions of a backup center for various types of failures in specialized KnC
(option 2) — see Figure 5.

0.161
Up to 11.7 months, guarantees remain that
the permissible risk of 0.05 is not exceeded
when implementing the knowledge
management process characterized by
theconditions of case 1 of Example 6(the
frequency of threats 1 time per month)

L X
0.015 - = 4
months moﬁlhs monals

Figure 3: The Dependence of risk for all KnC from the prognostic period lasting from 6 to 24 months (for

case 1)
0.074 =
Up to 2.9 months, guarantees are maintained that
the permissible risk of 0.05 is not exceeded when
implementing the knowledge management process
characterized by the conditions of case 2 of
Example 6
(Y71 S S— B — 24X
' This is a case of
| dailydeliberate attacksto
the Unified Knowledge
| Center(the frequency of
threats 1 time per day)
0.010- :
2.9 !
month months months

Figure 4: Dependence of the risk for all KnC on the prognostic period lasting from 1 to 4 months
(for case 2 — deliberate attacks)

Two cases are considered:

- case 1: the frequency of occurrence of threat sources increases to 1 time per month, which is not
much higher than the total frequency of occurrence of various threat sources for KnC 1 — KnC 5
according to Table 1;

- case 2: the frequency of occurrence of threat sources increases to 1 time per day, which is 30
times higher than the frequency compared to case 1 and is comparable to deliberate computer attacks
on a single KnC.

For both cases, the average time between the end of the previous and the beginning of the next
diagnosis of the system's capabilities to meet the requirements for information protection is 1 hour,
which is typical for most specialized KnC.
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The analysis of the simulation results for the complex structure shown in Figure 5 showed the

following.

For case 1, in probabilistic terms, the total risk of violating information protection requirements

during year will be about 0,051 for the entire complex of knowledge centers, i.e. it will decrease by
more than 4 times compared to Example 4. This is achieved by reserving the operation of specialized
knowledge centers with the capabilities of a single KnC. If the duration of the prognostic period
changes from 6 to 24 months, the risk increases from 0,015 to 0,161. And for an acceptable risk at the
level of 0,050, a period of up to 11,7 months is justified, in which guarantees are maintained that the
acceptable risk is not exceeded for the entire complex of KnC characterized by the conditions of case
1 of Example 4 (see Figure 3).
For case 2, associated with daily deliberate attacks on a single KnC, the total risk of violating
information protection requirements during year will be about 0,222 for the entire complex of
knowledge centers, i.e. the same as for example 5 with a frequency of threat sources 30 times less. If
the duration of the prognostic period changes from 1 to 4 months, the risk increases from 0,010 to
0,074. And for acceptable risk level 0,050 justified period to 2,9 months, which retain guarantee not
to exceed acceptable risk to the whole complex of knowledge, characterized by the conditions of case
2 of example 4 (see Figure 4).

7.6. Example 6

Given that the prognostic period Tgpe = 1 year, year, according to the results of calculations of
examples 1—3 takes place Rge, (Tspec)= 0,030, and according to the results of calculations of the 5th
example (case 2-deliberate attacks on a single KnC) Rgec (Tspec) = 0,051, then

Rine (Tspec) =1—(1—0,030)-(1—0,051) = 0,080.

As a result, the integral risk of the violation of the knowledge management process performance
during year, taking into account the requirements for information protection, will be 0,080. At the
same time, the risk of violating the requirements for information protection (0,051) is 1,57 times less
than the generalized risk of unreliability of the knowledge management process performance
without taking into account the requirements for information protection.

CONCLUSION

Within the framework of the proposed methodical approach, the knowledge management
process is formalized taking into account the requirements for information protection. The approach
allows to estimate the impact of various threats (including threats to the violation of information
protection requirements) on the effectiveness of process implementation. The measures of integral
risk of the violation of knowledge management process performance, taking into account
requirements for information protection, particular risks (covering knowledge acquisition, creating
useful knowledge, distribution of acquired or created useful knowledge), and generalized risk
taking into account all particular risks are proposed. Recommendations on methods of risk
prediction are interpreted, taking into account the complexity of the modelled system and measures
to counter threats in each element. The examples illustrate the proposed methodical rationale of
system solutions to reduce risks and retain them within acceptable limits with a practical
interpretation of the results obtained. This methodical approach is implemented on the level of
national standard GOST R 59333-2021.
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