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Abstract

The simulation of cascading effects in networks of critical infrastructures (CIs) can be
approached in various ways, all of which at some point call for the specification of (numeric)
model parameters. Taking stochastic models as one popular class of methods, finding proper
settings for the values that determine the stochastic models can be a challenge. In this work,
we describe a method of graphical specification of a probability value on a qualitative scale,
and how to convert and use the obtained value as a prior for Bayesian statistics. The
connection is made to the point of having the initial value specified only as an “initial guess”,
which can be refined using Bayesian statistics. Eventually, under consistency conditions
depending on the application, this amounts to an online learning approach that takes the
parameter to convergence towards their true values, based on the user’s subjective initial
guess, but never challenging a person to give a reliable number for a probabilistic parameter.

Keywords: simulation, cascading effect, risk management, stochastic model, security

I. Introduction

Among the biggest challenges in stochastic models is probability. Scientists often provide people
with sophisticated model having beautiful theoretical properties, but left with the highly nontrivial
challenge of finding proper values for a set of parameters, many of which are probabilities. What if
the person simply does not have these values or cannot reliably estimate them? This work
proposes to avoid the issue of pulling numbers “out of the air”, by instead resorting to purely
graphical method and machine learning to poll or estimate probabilities.

Probabilistic models have the appeal of being often easy to define and plausible to use, yet the
intuitiveness of the model specification turns into a difficulty when creating a model instance in
many cases. Suppose that the model includes some probability parameter p that “simply”
quantifies the likelihood of some event to occur; for example, the impact of an incident on related
parts in a system (e.g., a dependent infrastructure). Likewise, we may use a parameter
(probability) p to describe the likelihood of a threat along risk analysis, or call p the likelihood for
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human error to bring the human element into a model. How do we set such values in practice? It is
tempting to use them in a model because they are easy to argue and statistics enjoys a solid
mathematical fundament, but the practitioner facing the challenge of assigning some reasonable
value to the variable p may find this to be an almost impossible task to accomplish reliably. In
many cases, the setting of such parameters thus resorts to choices on qualitative scales, say,
defining the probability just to be “low” or “high”, with the meaning of these values remaining
vague or defined by representative standard values specified elsewhere. In many practical cases
when people try to apply or use (not define or invent) stochastic models, the choice of probability
parameters is a matter of asking experts for numbers that they simply do not have. This can
practically limit the applicability of such models despite any theoretical beauty.

Statistics has lots to offer to people seeking to estimate parameters of stochastic models, since
the whole theory of point- and interval estimation is dedicated to the problem of finding values or
ranges of values for unknown quantities. Common to most of these techniques is their use of
empirical data to compute the estimators. In risk management, and particularly in the context of
critical infrastructures (Cls), the situation is just not satisfying the assumptions: data is scarce, and
we cannot expect having hundreds of data samples from past incidents in a critical infrastructure
(simply because the CI would not have survived the necessary lot of incidents to gather enough
data for a statistically reliable estimation).

Instead, we need to come up with a reasonable initial guess for the probabilistic parameters
and look for a way to refine that value upon continuous experience. Bayesian estimation thus
appears as a reasonable way to go, and this work describes a very straightforward and easy to
implement version of such a Bayesian estimation approach, where we explicitly exploit the
absence of much prior knowledge as an advantage. Indeed, if there is not too much robust prior
knowledge about how a probability parameter should be set numerically, this also means that any
choice is as good as the other. While it would not make sense to step forward by just picking
parameter values at random, the Bayesian method is much more elegant in letting us choose a
prior distribution to our own convenience, and — realistically reflecting the uncertainty of the person
instantiating the model — leaving the parameter p actually unspecified in the beginning. The actual
value for p is then obtained from the prior distribution in first place, and iteratively refined by
bringing in experience about the model performance to continuously refine it towards an accurate
setting for the real model.

To the end of using that method for model parameterization, we thus have to devise (i) a
method to pick a reasonable initial guess for some (generic) probability parameter p (Section II will
describe an example model for illustration), and (ii) describe a method to define that guess, which
assures that we will eventually end up with the correct value for p over the long run. We dedicate
Section III to this.

As a running example, we will pick a specific model to describe critical infrastructure
dependencies, to study cascading effects by simulation. Our choice of the CERBERUS model [1] is
arbitrary here, and can be replaced by any other stochastic model based on Markov chains,
percolation theory, or others. The palette is rich, and we refer the reader to [2-11] for models to
which our work may offer an aid to get a practical instance, meaning concrete numeric settings, for
the involved probability parameters.

II. The CERBERUS Risk Simulation Model

Consider a network of interdependent critical infrastructures that we represent as a directed graph
G = (V,E) with edges A » B meaning that CI B somehow depends on CI A. For example, A could
provide energy, water, food, transport, etc. for B. To all infrastructures in the (node) set V, we
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assign one out of k possible operational states, reflecting their degree of “health”. Typically, this
state ranges from “fully functional” (state 1) to “outage” (state k), with intermediate states from 2
to k — 1 corresponding to ascending limitations in a CI's service(s). The dependency of a CI B on
one or more of its providers may be of arbitrary form and dynamic. For example, a CI may have
providers that it vitally depends on, or whose service can be substituted for a limited period of
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time (e.g., emergency power generators can cover a power outage for some time, until they run out
of fuel). Other dynamics of dependency may involve the kind of service more explicitly, say, if CI
B relies on online-services of A (e.g., an outsourced data center) in order to coordinate the shipping
of goods from another provider C to B.

Commonly, authors distinguish the type of dependency here, dividing it into physical
dependencies (e.g., supply with physical utilities), cyber-dependencies (e.g., communication and
data exchange), geographic dependency (often physical proximity or reachability), and others (cf.
[6,12-15]), including temporal dependencies (that are outside our scope here since we look for the
setting of probability parameters).

To study cascading effects in such models, we thus need to describe what happens to an
infrastructure if its providers fail. While there is lots of work on understanding dependencies (see
[16] for a considerable collection of respective references), quantitative studies on how to describe
the parameter value for some stochastic model are rare (not so the models themselves; see the
references in the introduction). In this context, we want to highlight the work in [16], where an
empirical study on how strong the impact of several critical infrastructures may be on others is
provided.

The CERBERUS model uses precisely such information to describe an infrastructure model
and cascading effects therein in the following way:

e The behavior of a CI B is described by a bipartite graph (see Figure 1):

o The top layer has exactly k nodes, one for each operational state in which the CI
can be

o The bottom layer has k nodes per CI 4 that CI B depends on. That is, each supplier
CI A is represented in the graph model as its own set of k nodes, one per
operational state of CI A, and every other supplier of B having its own copy of
these k input nodes.

e The bipartite inner graph is complete, meaning that there is an edge from each state node
of each supplier to the overall state node of CI B. These edges are annotated by
probabilities, indicating how likely it is that CI B moves into state j, if infrastructure 4 is in
state £. For each ¢ € {1,2, ..., k}, we thus have to specify a probability p,; = Pr(CI B is put
into state j| CI A is in state ¢). If the change is a (deterministic) fixed consequence, we can
put p;j == 1 to model this.

e Since the edges connect only two nodes at a time (the model is a graph, not a hypergraph),
the effects of a supplier on B are independent on what other suppliers do. Moreover, B can
be put into distinct operational states upon different of its providers changing their state
individually. Intuitively, this reflects the real world quite well, since a problem at provider
A; may cause only slight stress for CI B, while another (independent) problem at provider
A, may have a substantial impact on B’s functionality. Thus, there is an aggregation
function being applied on the states that probabilistically follow from the supplier states,
which in the simplest case is just the maximum of all possible states that the suppliers may
put B into. For example, if provider A;’s failure puts B into state “normal” (i.e.,, no
immediate effect), but supplier A,’s outage causes severe problems in B, the overall state of
B is the worst of the two, set to be “severe problems”.

This kind of maximum-aggregation assumes that higher state indices correspond to more
severe problems (taking the lowest state as the best). Logically, it corresponds to an OR, since B
has troubles if at least one of its critical providers fails. This logic can be changed into an AND by
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resorting to a minimum-value aggregation, causing the state of B to remain “healthy”, unless all of
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its providers fail. The proper choice per infrastructure is up to the application.

Status nodes
(color represents
state)

Input nodes, getting
states from parent
nodes

Figure 1 CERBERUS Model (picture adapted from [1])

The CERBERUS model includes this simplification to avoid a combinatorial explosion of
parameters that would need specification otherwise. For example, the most powerful description
of dependency (that includes the above OR/AND dependencies as trivial special cases) is that of a
Bayesian network [17]. This approach is similar to the CERBERUS model, however, requires a
worst-case exponential number of parameters specified to describe the dependency as a full-
fledged conditional distribution. The above reduces that number to “only” polynomially many
(exactly k - n conditional probability values, if k states are used and the CI depends on n other Cls).
Since both, A and B have a common set of possible states, the transition regime can be described as
a matrix of the general form:

State of CI B (depending on A’s state)

1 2 \ \ k
-— 1 pfl 1 sz pfk
g = 1251 P Pk
8 U : : : :
Z ' ; ; | ;
k Di1 Di2 Dick

The superscript A is here only a reminder that these transitions relate to infrastructure A, and

more such matrices would be required to describe the dependency of B on other ClIs. The
specification is very much like (though not identical) to a transition matrix of a Markov chain, since
in each row, there has to be one target state for CI B. Our problem in the following will thus be the
specification of these (many) values, using an initial guess and online learning to refine it.
Again, we stress that the choice of this model for illustration is arbitrary, and replaceable by others.
The reader feeling more familiar with Markov chains or other models is safe to think along these
lines during the remainder of this work. Indeed, we will become more general than the above in
considering the estimation of a whole vector of probability values, constrained to form a
probability distribution (thus covering the more complex case of Bayesian network specification
too).

III. Model Parameterization: Initial Guesses

In absence of empirical data, the best that we can do is resorting to domain expertise, subjective
experience and empirical studies as far as they are available (e.g., [16]). However, the problem
remains one where experts have to provide (qualitative or better quantitative) values that are
usually hard to obtain. One possibility is getting domain experts into discussion to agree on a
common assessment (e.g., using systematic methods such as Delphi and/or opinion pooling [18]),
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which generally means aggregating different assessments into an object (number) that we can start
with — an initial guess. Lossless aggregation into a distribution is also possible and has been
described for general risk management in [19]; however, this method is out of our scope here, but
mentioned as another option to get a prior distribution for Bayesian updating (met later in Section
V)
I. Graphical Specification of Parameters
To avoid asking people for numbers, graphical ways of specifying probabilities and general risk
parameters have been developed. One method aiming to help with the quantification of risk as the
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product of “likelihood” and “impact” is to let experts draw a “risk rectangle”, whose horizontal
length reflects the person’s (subjective) assessment on a range for the unknown likelihood, and the
vertical breadth acts as an interval estimate for the potential impacts; see Figure 2 for an
illustration. The area of the rectangle can, but with care, be associated with the usual formula
likelihood x impact = risk, where both inputs are ranges reflecting uncertainty. Intuitively, the
larger the rectangle is, the more uncertain would the specification be, stressing that even for small
areas, the width and height still need consideration in their own meaning of uncertainty (a very
thin rectangle has small area, yet may express large uncertainty about one of the coordinates).

As an initial guess for a parameter, such a graphical method may serve as a replacement for a
number, since the actual numeric value is easy for a computer to compile from the rectangle’s
coordinates.

In any case, this is just a heuristic and there is no formal or scientific reason (so far) why any
such graphical method should deliver more reliable results than a direct specification. It is as such
a matter of usability and convenience to specify values in this way. This potential benefit becomes
even more evident if we transfer the idea to the specification of a whole matrix of values, say, a
transition matrix of a Markov chain. Why not think of the matrix as a rectangular grid, on which
our task is to place masses, proportionally to as how likely it is that state i will take the chain into
the target state j. Returning to the CERBERUS model above, we would, for each supplier CI A,
have one such matrix to tell B’s target state based on A’s current state.

Detailed
description

high

Likelihood
uncertainty

Detailed
description

impact
medium

Detailed
description

low

\d

low medium high

Detailed description Detailed description Detailed description

likelihood

Figure 2 Graphical Risk Specification Method (picture adapted from [20])

The idea is a straightforward extension of the graphical specification from before: assuming
that the states are ordered (in ascending or descending levels of criticality), we can go and draw a
bunch of rectangles into the grid, which may even overlap, and each of which places some mass
onto a cell in the grid, i.e., element in the matrix. The amount of weight being placed is then a
matter of how much the rectangle overlaps the respective region. Intuitively, if we draw a
rectangle over several cells (horizontally and vertically), we may express something like “any state
between i; and i, may put the dependent CI B into some state between j; and j,” — not becoming
too specific on how likely a specific transition is, but only telling what one may think is possible.
The more such possibilities are supplied, the more weight accumulates on a cell, and the more
likelihood is assigned accordingly. Figure 3 displays the idea, with some example values compiled
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Figure 3 Graphical Specification of a transition matrix

II. Prior Distribution for Online Learning

Suppose that we have a set of probabilities py, ..., py that jointly form a distribution, i.e., satisfy
p1 + Dy + -+ + pr = 1. For the example of the CERBERUS model, given a dependency of CI B on 4,
such a set would be a matrix as outlined above, or at least a single row in it.

Most likely, the initial guess is inaccurate, subjective, not well founded on empirical data or
experience, or suffers from other sources of vagueness. This is most naturally so, since we cannot
expect an(y) expert to have precise or objectively reliable figures for likelihoods in a quality better
than to the best of her/his knowledge.

It is, however, possible to refine and “correct” these initial guesses in the long run by
observing the system, tracking the real state changes, and refine our hypothesis iteratively,
knowing that it will converge to the “objective” and hence correct probabilities. The mechanism is
Bayesian updating of a properly chosen prior distribution, which makes the whole process even
computationally efficient and trivial to implement.

Our choice is the Dirichlet distribution, having k > 2 parameters (ay, ..., @) satisfying a; > 0

forall i =1, ..., k, and the probability density function

k
Foirichiet (X1, o) X |y, o @ )=Mnxai_l
Dirichlet \*1s =+» X141, -es B [T, T(ay) i=1 o

The interesting point for our purpose is the fact that this distribution relates to a vector X =
(X1, ., Xi) € (0,1)¥ constrained by X; + ---+ X;, = 1, so that it can be used to describe a probability
distribution. That is, our sought probability vector, the distribution to be specified, is viewable as a
sample of the random vector X, whose distribution is Dirichlet with the density as above. Under

that perspective, we can equate the desired likelihoods p; = E(X;) with X; being the i-th coordinate
in X.

For the Dirichlet distribution, this expectation is simply

443
E(X) = s—

i=1 i

Now, suppose that we have an initial guess for the values p, ..., p; then even without those
normalizing to unit sum, we can plainly specify the parameters a; as a; := p; to start with, since the
denominator in the above expression is nothing else than a normalization, so that the so-
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instantiated Dirichlet density, encodes our initial guess for the probability parameters by the
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component-wise expectations.

Remark: The case for a single parameter is treated only slightly different; noting that above,
we require at least two values. If there is only a single probability parameter in question, the prior
would be the Beta distribution, having the density fzero (X|a1, @) = fpirichier (X, 1 — x|y, a3), with
the expectation following the same formula as given above. The major (only) difference is that
while the Dirichlet distribution describes a set of k probability values, the Beta distribution
describes only a single value that is also a probability; in both cases, the last value (x, = 1 — x or
X =1—2x —x, — - —x,_4) is fixed by its predecessors (not surprisingly so, since we have the
constraint of all these values to sum up to 1).

IV. Bayesian Updating

On a level of abstraction, the CERBERUS model is a set of Markov chain instances, where a state
transition of a CI triggers another state transition of a dependent CI. Suppose that this switch is
observable, i.e., we would note the change in reality, and can relate it to an edge in the model (see
Figure 1).

Adopting a Bayesian statistics perspective, the observation is nothing else than data sampled
from a distribution whose parameters we seek to estimate. More specifically, consider only the i-th
row p;. in a transition matrix P, telling us that if the current state is i, then the next possible states
j €{1,2, ..} will occur with probabilities p;y, p;3, .... This single row is a categorical distribution, and
the values in it are exactly the parameters (the distribution is, in a way, not only determined, but
actually directly represented by its parameter set). Now, suppose that an observation is made,
which tells that out of the current state i, our system has (physically, in reality) moved into the
state j. Formally, this is x = (0,0, ..., 1,0,0, ...), with only the j-th entry being 1, sampled from the
aforementioned categorical distribution p;. (which in turn is just the i-th row in the transition
matrix P).

More importantly, this view takes the incoming observations as samples from a 0/1-valued
random variable. Such a variable is an indicator, and the expectation of an indicator variable is a
probability, thus making the approach meaningful to estimate probability parameters.

Now, let us put this to practice: suppose that we observed the event of our system to have
undergone a transition from state i into state j. If the Bayesian prior distribution is a Dirichlet (or

Beta), with parameters ay, ..., @; (in the case of a single parameter p to be estimated, we would only
aq

have a; and a,, with p = ), the Bayesian update of the row p;. in the transition matrix P,

ajtay
which is described by a prior distribution with parameter vector (aj, ..., a;), proceeds via the
assignment

(al, e Q1 O, Ajgq, ...,ak) « (al, o @y, @+ 1, Qjiq, ...,ak),

i.e., only the j-th parameter gets increased by 1. What could be simpler? It essentially amounts to
counting the occurrences of each transition! Even if several observations are collected in a data
vector, say, d = (ny,n,,...,n,) with n; observed transitions into state 1, another n, transitions
observed into state n,, etc., the update to @ = (aj, ..., @) would simply be & < a + d.

The current estimate p; of the j-th (not precisely known) probability parameter p; vector is for each
j = 1’25 ey k given as
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aj

0[1+a2+“'+0(k

pj = E(X;) =

Now, let us suppose that we started from initial values (guesses) aj, ..., a;. What would
happen in the long run? If we observe the transition into the j-th state for N times out of M > N
cases and let M — oo, then the estimator p; after a total of M updates is

ai + N .
(1-—a/+M—-N)+(aj +N)’

this is easy to see from the fact that we increase the pseudo-count! a; for N times, whilst increasing
any of the other parameters for the remaining M — N times (whose totality is collected in the term
1—aj + M — N). Overall, since the initial guess does not change, the limit is

ai + N N

S

l-a/+M—-N)+(aj+N) M

Since this is merely the fraction of “good cases” among “all cases”, i.e., by definition the

= p}.,

sought probability. The key insight here is that this limit does not depend on the initial guess! That
is, no matter if we were wrong with our initial parameter choice (and in most cases, we may have
been wrong), the long-run updating will asymptotically “correct” our error automatically. Of
course, the speed of convergence depends on how far off the inaccuracy of the initial guess put us
away from the real value of p;. The closer our initial guess has been, the earlier we get into a
reasonable proximity of the true value p;.

Let’s also take a closer look at the case of a single parameter: if we don’t have a whole Markov
chain, but rather a single parameter that describes an event by a probabilistic value, there is no
conceptual change to the above. The respective prior has two parameters (a4, @,), which we
update to (@; + 1, a,) if the event has been observed, or into (a;, a, + 1) if the event did not occur;
both cases assume that the parameter p in question describes the probability of the event’s
occurrence (otherwise, the update would be done with the roles of a; and a, being switched). We
refer to [21] for a fully detailed elaboration of this prior idea, which we here generalized. The
reference cited treats the topic in the different direction of using the idea for predictive analytics
(see [22] for a survey).

Example for the CERBERUS Model

The application of the above scheme in the CERBERUS model is straightforward, based on
what we have: suppose that a history of cascading effects was recently observed in the network of
critical infrastructures, or is available from documented cases of incidents or experience. Then, we
can consider each part of the chain of events described in the following form: “CI A changed its
state from x to y, causing CI B to change its state from u to v”. To update our model, we look into
the inner model for CI B, which embodies a transition matrix P, that tells us how likely a change
into state v is for CI B, provided that CI A is in state y. Taking that row i of P, that corresponds to
state y, and associating it with its (Bayesian) Dirichlet prior a{}. = (@4, .., ay), where k ranges over
the possible states of CI B, the update is simply an addition of 1 to the j-th coordinate in the vector
a, relating to the state v that CI B turned into. The Bayesian update on this set of transitions is done

I A pseudo-count is a fractional count value; this term is technically exact here since we may start from a
fractional value @;, but add 1 upon an observation of the respective transition. Thus, although we do count,
the counter’s value remains fractional at all times; hence it is called “pseudo”.
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by that point.

Note that here we did not make any use of the previous states x of CI A or u for CI B. This is

due to the fact that the change of state for CI A would be subject to an according update of the

inner model for CI A (just as described). The prior state of CI B plays indeed no role here.

V. Avoiding Numbers — Asking for Ranks

In some cases, we may be able to completely avoid the specification of numbers, and poll people

only for ranks. As with CERBERUS, risk management has such cases that we will look into now.

One use case (among other possible ones) for the CERBERUS model relates to decision making

towards risk mitigation. Considering a framework like ISO31000, a risk manager may roughly

follow these steps:

1.

Identification of context: this means a clear delineation of what assets we are concerned
with, what level of protection is required, and seeks an understanding of external and
internal factors with impact on the assets.
Risk identification: this is the identification of all threats with the potential of realizing
themselves as risks to the previously defined assets.
Risk analysis: this is the actual challenge that we are concerned with here, being an
estimation of impacts and likelihoods, so as to “quantify” risks by the well known rule of
thumb

risk =impact X likelihood

This formula has the statistical appeal of resembling an expected value, since it is easily
extended into a weighted sum of impacts, each related to another threat on the list from
the risk identification step. Asking for precise numbers here is the same problem as
asking for a general probability parameter, and asking for a value for “impact” is even
more difficult, since this can be any number (such as for financial losses), but also just an
indicator (such as loss of human lives, where a quantification of “damage” would induce
substantial ethical issues beforehand).

Risk Evaluation: with risks identified, the evaluation step asks for a ranking of those to
assign priorities to risks whose mitigation is more urgent than for others. Here, we
actually do not need to evaluate the risk formula from above, as all we require is a
ranking of risks, based on impact and likelihood. This degree of freedom is important to
stress, since we can create the familiar risk bubble charts like shown in Figure 4 without
numeric information up to this point, even though the risk management process itself
may be quantitative in the end. All we need is ranks, rather than precise numbers!

Impact ranking: R; < R, < R3 < R, < R;
Likelihood ranking: Ry < R3 < Rs <R, <R,

likelihood

impact

Figure 4 Risk Bubble Chart with Induced Rankings (Example)

Risk treatment: this is the point where we actually need to become “somewhat numeric”,
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since decisions about mitigation actions will in most cases depend on the expected

RT&A, No 3 (54)
Volume 14, September 2019

efficacy, or equivalently said, the return on investment for a security control. Based on the
risk after mitigation, obtained from the formula above, we can step forward by taking
decisions for those actions that optimize the impacts or likelihoods (or both), so as to
optimize the risk. This is what risk treatment is about, and what the parallel task of
“monitoring and review” prescribes as part of ISO31000, as well as a continuous

communication of all these steps to the outside (see Figure 5).
el
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Figure 5 ISO 31000 Risk Management Process [23]

Following Peter Drucker’s famous quote that “you can’t manage what you can’t measure”,
evaluating the risk formula eventually becomes necessary. Or doesn’t it? The perhaps surprising
(though well known) answer is no!

Suppose that we ask a domain expert for an assessment of several risks at the same time,
specifically, allowing for doing the ranking of impacts and likelihood relative to one another (and
in an order of risks that is up to the expert’s own choice). Figure 6(b) shows how the results of such
an assessment may look like, with four five boxes being drawn on the grid, at positions that were
dependent on one another.

This representation resembles that of a usual risk matrix, only offering new and interesting
possibilities: first, we can visually inspect the picture for outliers, and remove them (manually) if
necessary. Second, and more importantly, we could aggregate those values into a single
representative value, which in the simplest case amounts to taking an average, or in a more
sophisticated form, takes the variations, i.e. uncertainties (reflected in the height and width of the
boxes) into account to weigh each value inverse proportionally to the “certainty” in the final
average (see [18,24] for several proposals in this direction).

Our goal, however, is not on getting numbers from the image, but rather on decision making,
for which numbers are an aid, but not a necessity. Game theory offers the answer on how to make
decisions based on rankings between actions (only), if we recall the very fundamental starting
points laid by von Neumann and Morgenstern themselves [25] (and later extended by Debreu
[26]): The important insight of these pioneers was that certain ordering relations can be expressed
by real-valued functions, which we commonly call utility functions in game theory.
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(a) Individual graphical risk assessment
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Figure 6 Subjective relative risk ratings

The application of game theory to matters of decision making in risk management is simple,
but instructive:

e Suppose that we have a status quo in a system, and several threats in question of which one is
most urgent to address. This (simple) decision problem only asks for ranks, not numbers, and
a graphical specification is all we need.

e Likewise, if there is a single threat to be addressed now by several possible countermeasures,
their efficacy is equally well specifiable on a ranking scale, and does not require numbers per
se. If we seek for a balance between investment and efficacy, a two-dimensional ranking such
as in Figure 2, Figure 4 or Figure 6 is already sufficient.

e The combination of several threats and several countermeasures to address them is the
nontrivial case, where randomized decisions are often unavoidable. Let us consider the
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simplest example from game theory, Rock-Scissors-Paper, which despite its triviality, is
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nonetheless a valid “template” for a risk management decision making process (just think of
the column and row labels to be replaced with threats and countermeasures).

Payoffs: (player 1, player 2) Player 2
Rock Scissors paper
_ | Rock (0,0) {,-1 -1, 1)
ﬂ% Scissors 1,1 0, 0) 1,-1)
| Paper 1,-1) 1,1) (0, 0)

This game is straightforward to specify in the sense that we just “assign” a payoff of +1 or -1 to a
player depending on whether it wins or loses. For security risk management, and generally many
security models, including probabilistic ones in particular, the assignment of risks, based on
impacts and likelihoods, also requires numbers, but which are much more difficult to obtain or
argue. The numbers +1 and -1 in the above game matrix are just a direct specification of a utility
function, and many (if not most) game theoretic models do give a direct such specification.

The axiomatic roots of game theory, however, start with a proof of existence of such functions,
which merely demands a ranking of actions, and from this starting point, constructs utility values
to represent this ordering. The important point is that these utility functions are constructed
explicitly by the theory, so we can repeat the steps of the proof to get utility values. Irrespectively
of whether we are seeking values for impacts, likelihoods or other (probabilistic) variables, all we
need is a specification of values relative to each other. Formally, let us thus generically consider a
space (R, <), where R can be a set of impact, likelihood, or other values that we ought to specify.
The simple ingredients enabling us to assign a value only concern the ordering on R; more
generally, on its convex hull, with the ordering naturally extended; following the exposition of
[27]: the ordering relation should be total and transitive. Furthermore, we require conservation of the
order under indifferent alternatives, meaning that

nn<ryand ar; + (1 — a)r, < ar, + (1 — a)r should hold for all r € R,

and connectedness (or closedness), meaning that for every r; < r, < r3, there are two values «a,f§ €
(0,1) such that ary + (1 — a)r; < 1, < By + (1 — B)r3. The last assumption implies that for any two
r; < 1, that enclose some r as r; < r < 1y, there is a unique value v € [0,1] withr ~v -1, + (1 —v) -
r,, where the ~-relation is induced by < in the canonic way (r ~s & [r < s]A[s <r]). If the
ordering satisfies these axioms, we can define a utility value as

1) Ur)=viftnn<r<nandr~vr, + (1 —v)r,

2) Ur) = —Ivaifr <nandr, ~vry + (1 —v)r

(3) U(r) =%ifr1 <randr ~vr+ (1 —-v)r,

In particular, U(r;) =1 and U(ry) = 0, and U preserves the ordering < on R. Indeed, U is a
linear function, since if r, = ar; + (1 — a)r;, we have U(ry) = aU(ry) + (1 — a)U(r3). Extended to
the convex hull of R, we need one more assumption to admit linearization: fix the range on which
we need to specify our parameters as the interval [ry,7,] and let P be a probability measure on this
range with P([ry, 7)) = 1. With a(r) = (U() — U(r))/(U(r) — U(ry)) and B = f:lz a(r)dP(r), we
need to assume that P ~ $6,, + (1 — f)d,, (where § is the Dirac mass), i.e., if some value r ~
a(r)r, + (1 — a(r))rz, then this equivalence holds on average. This is nothing else than the
assumption of “linearity” on the scale between two ratings (ranks) r; and r,, and we have f =
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EplU(M)]-U(ry)
U(rz)-U(r1)
defining the 2D area on which the rectangles are drawn are linearly scaled. Under (all these)

Mapping this back to our graphical specification, all this just formalizes that the axes

assumptions, we can use the so-constructed function U to express the ordering (ranking) for us,
since for any two P;, P, € conv(R) (where conv is the convex hull, or equivalently, set of
randomized decisions), we have P; < P, if and only if Ep [U(r)] < Ep,[U(r)]. Moreover, this
function U is unique up to affine transformations, i.e., any alternative valuation U’ would take the
form U'(r) = a-U(r) + b for some real values a > 0 and b.

How do we make use of all these (old and well known) facts for our actual challenge of
specifying numbers in absence of precise knowledge about them? The idea is to use precisely the
“three-case” definition of U above based on the ranking, not values, of the actions by making use
of “linear interpolation” between them. More concretely, assuming that the axes are linearly
scaled, we can just go ahead and take the graphical (visual) coordinates of the graphical range,
mapped to the utility values U and letting us compute optimal decisions by standard methods and
algorithms from game theory. The graphical specification is herein an aid to get the utility function
for the decision making, and backed up by the axiomatic foundation of game theory. The crucial
point, however, is that all of this, namely

1. The graphical ranking of actions, risks, etc.
2. The retrieval of (graphical) coordinates of those to play the role of the utility function
3. And the decision making as a matter of optimization (over finite sets in our example
case even),
works without ever asking an expert for any number!

It is not surprising that this theoretical possibility has a number of caveats. First of all, our
thoughts cannot be taken as formal argument or are mathematically rigorous here; the axiomatic
approach to the existence of utilities hereby only plays the role of making our heuristic plausible,
but do not lend themselves to proving any correctness. Numeric values obtained in this way do
not necessarily have any particularly better semantic or accuracy than any other educated guess,
but the main point of all this is to ease guessing, but without claiming to improve it.

Essentially, all of the axioms to define a utility function as such can be put to question, and the
whole field of bounded rationality [28,29] deals with observations on human decision making to
violate one or more of these assumptions (an excellent essay about this is that of Starmer [30]).
Propsect theory [31] for example, accounts for phenomena of over- and underrating values near
the end of the scale. For probabilities, this amounts to the effect that, subjectively, low probabilities
are overrated, while large probabilities are underrated potentially. Probability weighting functions
like that of Prelec [32] try to annihilate this effect. The research prototype shown in Figure 6(a)
allows for a similar such correction by letting subjects individually adjust the grid towards smaller
or wider ranges of the scales (visually).

A theoretical limitation concerns the use of multiple goals, as often occur in risk management
applications. The existence of a utility function like the above is known under a variety of
alternative conditions, often summarized as Debreu representation theorems. The common
denominator therein is the continuity of the ordering, meaning that whenever a sequence (7;,),en
with limit r = lim r, satisfies s < 7;,, then the limit r should also satisfy s < r. This holds for orders

n—-oo

on real values, and is indeed a major reason for game theory to be done mostly within R. In higher
dimensions, we can resort to weighted sums of utilities for different goals, which leads to Pareto-
optimal decisions. However, if the ordering among the goals is “more explicit” in the sense of
being lexicographic, then continuous utility functions no longer exist. The lexicographic order is
indeed not continuous in the sense just stated. To see this, consider any sequence a,, — 0, and take
the limit of (0,a,) as n — co. Then, obviously, (a,,0) >, (0,1), but %i_)nc}o(an, 0) = (0,0) <ier (0,1),

so the ordering is discontinuous. This leads to variations of decision theory, based on non-standard
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calculus and extension fields to R, such as has been done in [19,33], in which some discontinuities
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naturally “disappear” by virtue of the richer algebraic structures. Those methods are applicable
when multiple goals are relevant for a simultaneous optimization, or if the optimization shall be
w.r.t. a lexicographic order (see Figure 4, where the lexicographic order would first consider
“impact” and break ties using the “likelihood”). See [34] for an implementation of such methods in
the R software [35].

VI. Conclusion

The ideas laid out here are applicable whenever a probabilistic parameter describes an
observable event, so that data for a Bayesian update is collectible. A practical issue can indeed be
the speed of convergence, since the above argument is nonetheless asymptotic, and the true value
is reached only after a hypothetic infinitude of updates. Therefore, we may need to update upon
every incoming ticket at the IT administration office, or as often as we can, in practice.

We also stress that the above model does not serve too well as a model of human trust: the
updating is in some sense “symmetric” and “self-stabilizing”, meaning that (i) the likelihood
changes eventually become smaller as more updates come in (self-stabilization), and the
likelihoods will update with roughly comparable magnitudes in both directions. The latter is
contrary to human subjective changes to trust, since confidence in an event to occur may
substantially change upon recent experience and differently in the direction towards zero or
towards one. In other words, if the probabilistic parameter is interpreted as a “trust value”, say, if
we take it as the expectation of some event (that we rely on) to occur, then subjective trust may be
lost upon a single incident, but may be regained only over a much longer period of positive
experience. On the contrary, the above model would not reflect such asymmetry due to human
pessimism. This leads to the advice of applying the above model only for the estimation of
parameters that describe physical processes, and not subjective human factors. The latter are subject
to much deeper psychological mechanisms for whose capture the above model may be overly
simplistic.

If the parameter in question, however, relates to a physical event that can be observed, then
the Bayesian updating as described above offers a computationally efficient and elegant way of
online learning parameters in absence of reliable domain expertise to specify a (more) accurate
model or prior guess.

Finally, the methods outlined here are so far conceptual and lack an empirical study on
accuracy, subjective comfort felt in the specification methods as such and similar. While they are
certainly viable to make a start for a Bayesian updating, open questions relate to the accuracy of
any such “guess”, which on the one hand determines the speed of convergence as further Bayes
updates come in, and on the other hand, have a direct influence on the accuracy for decision
making in risk management.
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