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Abstract

The determination of this paper is to study reliability measures and routine analysis of computer
network, which is a combination of four subsystems A, B, C and D and all the subsystem
connected in series parallel pattern, the subsystem A is client, the subsystem B is load balancer
and subsystem C is servers which is divided in to two subsystem (i.e. subsystem C1 and
subsystem C2) and ClandC2 served as computer servers together with two unit each and working
T-out-of-2: G policy, and subsystem D is centralized server. The system has two types of failure,
degraded and complete failure. The system can completely fail due to failure of one of the following
subsystems A, B, C and D. The system is at partial failed state if at least one unit is working in
either subsystem C1 or subsystem C2.The system is examined using supplementary variables
techniques and Laplace transform. General distribution and copula family are employed to restore
degraded and complete failed state respectively. Calculated results have been highlighted by the
means of tables and graphs.

Keywords: Reliability, Availability, Sensitivity, (MTTF) mean time to system
failure, Gumbel — Hougaard, family, cost Analysis and supplementary variable
techniques.
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I. Introduction

The study of reliability modeling was started During the World War IIin 1939, later then, substantial
efforts have been made in this direction to create the comprehensive theoretical background for
reliability modeling. The discipline is mainly anxious with requirement and valuations of the
probability of device performing its purpose sufficiently for the period intended under the
encountered functioning condition. Reliability has introduced new dimensions in recent years
because of the difficulty of larger systems and suggestions of their failure. Undependability in the
modern age of technology causes inefficiency of a system, overgenerous maintenance and can also
risk human life. In today’s technological world, nearly everyone be subject to upon the continued
function of a wide array of machinery and equipment for our safety, security, mobility and financial
welfare. We receive our electronic agreements from illuminations, hospital monitoring control, next
generation aircraft, nuclear power plants data exchange system and aerospace application, to
function whenever we need them when they fail, the results can be a catastrophic, injurious or
eventual loss of life. The theory of reliability is the scientific discipline that studies the general
regularity that must be maintained under design, research, manufacture, acceptance, and use of
units/ components to acquire the highest effectiveness of their use.

The most common vital mode of redundancy is k-out-of-n redundancy. This type of
redundancy is more branded into two classifications, these are k-out-of-n: G and k-out-of-n: F. A k-
out-of-n: G redundancy indicates that for successful operation of the system at least k units out of n
units are essential to be good (i.e. essential to work properly). If less than k units are good then the
system fails. A k-out-of-n: F redundancy indicates that if k units out of n units have failed then the
system has failed. The system reliability has been widely studied and used by numerous authors
like, Yusuf et al [1] studied performance analysis of multi computer system consisting of active
parallel homogeneous, Abubakar and Singh [2] have studied assessment and performance of
industrial system using Gumbel Hougaard copula approach, Singh et al. [3] have studied the
reliability characteristic for Internet data center with a redundant server including a main mail sever,
M. Ram et.al. [4] Have discussed the reliability of a system with different failure and common cause
failure under the preemptive resume policy using Gumbel-Hougaard family copula distribution.
Minjae Park [5] analyzed the multi-component system with imperfect repair during warranty using
renewal process. Zhang [6] analyzed on computer network reliability analysis based on intelligent
cloud computing method. Kudeep et al [7] studied tree topology network environment analysis
under reliability approach, nonlinear. Muhammad et al [8] studied cost benefit analysis of tree
different series parallel dynamo configurations. Dillon et al. [9] have discussed the common cause’s
failure analysis of k-out-of-n: G systems which consisting repairable units. Ibrahim Yusuf [10]
evaluates the performance of a repairable system with the concept of minor deterioration under
imperfect repair. Tseng- Chang Yen et al. [11] studied Reliability and sensitivity analysis of the
controllable repair system with warm standbys and working breakdown. v. v. Singh et al [12]
evaluates the performance and cost assessment of repairable complex system with two subsystems
connected in series configuration. v. v. Singh and Jyoti Gulati. [13] Studied performance assessment
of computer Centre at Yobe state university Nigerian under different policies using copula. Kabiru
H. Ibrahim et al. [14] have studied the availability and cost analysis of complex tree topology of
computer network with multi-server using Gumbel-Hougaard family approach. Geon Yoon, Dae
Hyun et al [15] focused on ring topology-based redundancy Ethernet for industrial network. Pratap
et al [16] have examined on the assessment of complex system with two subsystems and multi types
failure and repair. Rawal et al. [17] have discussed the reliability of Internet Data Centre having one
mail server and one redundant server especially for the use of Interne.
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Ibrahim Yusuf and Hussaini [18] examine a three-unit redundant system with three types of failure
and general repair. Negi and Singh [19] studied reliability characteristics of a non-repairable
complex system connected in series. C. K. Goel.et al. [20] performance assessment of repairable
system in series configuration under different types of failure and repair policies using copula
linguistics. However, researchers have considered different models and scrutinized the
performances and availability of a complex system to forecast better performance. Most of the
authors studied the complex repairable systems that are treated as single repair between two
contiguous transition states. In the present paper, several reliability measures of a complex
repairable system consist of four subsystems together with k-out-of-n; G configuration using two
types of repair have been studied. The designed structure of the system consist of four subsystems
A, B, C, and D. where C consist of C1 and C2 served as computer servers together with two unit each
and working 1-out-of-2: G policy respectively. The system both are working in a series and parallel
arrangement. Gumbel Hougaard family copula distribution employed for calculation and
illustration.

Lastly, {S1, S3, S5, S6} represents the states of operation in degraded/partial failure while {S2,
54, S7, Ss and S9} are entirely failed states and So is at flawless operational state. The degraded points
have repaired by general repair and completely failed states have repaired under Gumbel Hougaard
family copula. the supplementary variables and Laplace transformation use analyze the system.
Measures in reliability among availability, reliability, and MTTF and cost analysis are all treated by
the means of tables and graphs.

II. State Description, Assumption and Notations

Tablel: State description

State  State Description

So The state So indicates a perfect state in which both the subsystems are in outstanding
working condition.

S1 The state Sireveals a degraded state with partial failure in subsystem C, due to the
failure of first server in subsystem Cu.

S2 In this state Sz indicate a complete failure state, due to the failure of first and second
servers in subsystem Ci. The system is under repair using copula.

Ss The state Ss account a degraded state with partial failure in subsystem C, due to the
failure of third server in subsystem Co.

S4 In this state Ss indicate a complete failure state, due to the failure of third and fourth
servers in subsystem Cz. The system is under repair using copula.

Ss The state S5 account a degraded state with partial failure in subsystem C, due to the
failure of third server in subsystem Co.

Se The state Ss represents a degraded state with partial failure in subsystem C, due to the
failure of first server in subsystem Cu.

Sz The state S7represents a complete failed state, due to the failure of subsystem D.The
system is under repair using copula.

Ss The state Ssrepresents a complete failed state, due to the failure of subsystem A. The
system is under repair using copula.

So The state Sorepresents a complete failed state, due to the failure of subsystem B.The
system is under repair using copula.
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The state description indicates, that So is a perfect state where both subsystems are in
good working condition. The states Si, Ss, Si, and Se¢ are the operational states. The
states Sz, S4, Ss, and So of this modeling are a complete failed state in which the system is
inoperative mode.

I. Assumption

The conventions of the model is discussion below:

e Atinitial state, all subsystems are in good working condition.

¢ One unit of each subsystem C1 and subsystem C2 is necessary for operational
mode.

e  The system will be at complete fail state if both subsystems and C1 and C2 fail.

o  Failure of all if subsystems A, B, C and D will damage the entire system.

e  Failed unit of the system can be repaired when it is in operative or failed state.

e  All failure rates are constant and assumed to follow exponential distribution

o The repairs follow a general distribution.

e Itis assumed that a repaired system works like a new system and no damage
appears during repair.

e Assoon as the failed unit gets repaired, it is ready to perform the task.

Table2: Notations

t: Time variable on time scale.
S: A variable for Laplace transform for all expressions.
p p

a1 A : Failure rates of servers of subsystems C:

S| 52
) / . Failure rates of servers of subsystems C2

53 54
ﬂB / ;LC / ;LC . Failure rates of subsystems B, A, and D

S

¢( x) : ﬂ( Z) Repair rates for all subsystemsi.e. A, B, Cand D
uy (x)r (v ,U(O!): Repair rates for complete failed states.
p,(x.t): The probability that the system is in Si state at instant’s’ for I =0 to 9.
p;(s) Laplace transformation of state transition probability P (t).
E,(t) Expected profit during the time interval [0, t).
K1, K2: Revenue and service cost per unit time in the interval [0, t) respectively.
Sy (x ) Standard repair distribution function s s (x)=0¢(x) [Jo #a(x)

The expression of joint probability (failed state Si to good state S0)
1y (x) =G, (x)1, (x)) according to Gumbel Hougaard familly copula is given as

C, (1, (x).1, (x)) = exp[x? + {log #(x)}1°

where, ul = ¢(x), and u2 = ex, where 6 as a parameter, 1< 6< oo,
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Figure 1: Transition Diagram

III. Formulation and Solution of Mathematical Model

By the related literature review, the following differential equation were generated for the
mathematical classical.

d
(35 + 21+ Asa + Acs ) Po(®)

= fwcbo(x)Pl(x, t)dx + fwcbo(x)Pg,(x, t)dx +f Uo Py (x, t)dx

+f UoPs (x, t)dx+f
0 0

[ee)

UoP;(z,t)dz + f UoPo(y, t)dy
0

+foou0P8(a, t)da €y
(%+ 2+ At +0,13 FAt Ay +@ (x)) Pi(x,t) =0 )
542+ m(x)) =0 ®
(%+ ot Ayt hoy + A + Ao+ g + @ (x)) Py(x,t) =0 4)
(2+2+ ty(x)) @ =0 ®
(%+%+Asl YA +A +A, +@ (x)) Pi(x,t) =0 (6)
(%+:_x+/154+/13+/16+/1cs +Cb(x))P6(x,t)=O )
(%+%+ L (Z)>P7(z,t) =0 ®)
(22 (@) )t =0 g
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<%+%+ ﬂo(y)>Pg(y,t)=0 (10)
Boundary conditions
P1(0,8) = A51P(2) (11)
P5(0,t) = 43145, Py (£) 12)
P3(0,1) = As3Po(t) (13)
Py(0,t) = AgyA53Po (£) (14)
P5(0,1) = As3A51 P (1) (15)
Ps(0,t) = A3 A53Po (t) (16)
P7(0,t) = (1 + A5y + Az + 2251 A53)AcsPo (£) 17)
Pg(0,t) = (A1 + Asz + 2451 A53) A Po (2) (18)
Py(0,t) = (Asy + Asz + 2451 A53) A5 Py (t) 19)

I Solution of the Model

Equation 20 to 38 below is obtained by taking Laplace transformation of equations 1 to 19 with the
help of initial conditionP,(0) = 1,
(s + A4 + A + 220 + 245) Py (s)

=1
+ f Dy (x)P;y(x,s)dx + f @y (x)P3(x,s)dx + f Ho ()P, (x, s)dx
0 0 0
+ [ w@P @+ | po@P 9z + [ po@Py@)da
0 0 0
+ [ w@IPG.s)dy (20)
0
(5 + 2=+ At A + A + Ao + g + @ () Py (x,5) = 0 @1)
(s + 2=+ 1) P(x,5) = 0 (22)
(5 + =+ Aggt Aoy + Ae + As + A + Po(0))Py(x,5) = 0 (23)
(s + 2+ 1o (x)) P,(x,s) =0 (24)
(s+%++/151 + A, + /ICS+/13+<1>0(x))135(x,s) =0 (25)
(5424 + Ao+ A+ As + Ap + Po(x)) Po(x,5) = 0 (26)
(s + 2+ 1o (z)) P,(z,5) =0 * 27)
(s + % + U (a)) Py(a,s) =0 (28)
(s 42+ 10)) Po(y,5) = 0 (29)
The Laplace transformations of the boundary conditions are:
P(0,5) = 21 Pa(s) (30)
Po(0,5) = Ao A Pa(s) (31)
P1(0,5) = 2aPo(5) (32)
P(0,5) = AuAssPo(s) (33
Ps(0,5) = Aadr Pa(5) (34)
Izs(or S) = As1As3Po (s) _ (35)
1z7 (0,8) = (A1 + Az + 2251 4g3) /10_5 Py(s) (36)
Ize (0,8) = (Asy + As3 + 2451 453) Acfl) (s) (37)
Py(0,8) = (Asy + As3 + 2451 4g3) A Po(S) (38)
Now solving equations (20) to (38) with the help of equations (11) to (19), yields,
Py(s) = — (39)

L(s)

— As
Py(s) = 724

1—S¢(S+ Asa+ Ag3+ A+ Ac+ /1(;5)}
S+ Aga+ Ag3+ A+ Ac+ Acs

(40)
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= Asidsa (1-S
Py(s) =2t [} (41)
5 _ As1 1—S¢(S+ Asa+ Ag1+ A+ Ac+ Acs)
Py(s) = I):(s;{ S+ Agat As1+ Ag+ Ac+ Acs } (42)
= 1-5
Py(s) = 2z (1o} (43)
— _ As1ls3 1—S¢(S+ As1+ A+ Ac+ Acs)
PS (S) - L(s) { S+ Ag1+ A+ Ac+ Acs } (44)
5 _ As1Ag3 [1-Sp(S+ Asa+ A+ Ac+ A¢s)
P6(S) - /1L(S) { S+ Aga+ A+ Ac+ Acs } (45)
= 1-Spo(x)
Py(s) = 78 (14 Ay + Ay + 24 A) 522} (46)
= Pl 1-Spo(x)
Po(s) = 755 (Aar + Ass + 2AanAe) {52 (47)
= pi 1-Spo(x)
Po(s) = 75 ey + Ass + 2 Ae) {50 (48)
Py (s) = Po(s) + Pi(s) + P,(s) + P3(s) + Ps(s) + Ps(s) (49)
Pdown(s) =1- Pup (S) (50)
Where,
A (54 Ay + Ay + A+ A+ Ags )+ Ay (5+ Ay + Ay + Ay + A+ As)
L(s) =3 (54 Ag + Ay + Aes +) = || +A5228,0(8) + Ay Ay o (8) + (14 Ay + Ay + 205,46 ) 4,80 () + [+
(14 A, + A +2/151/153)/I(Sﬂo(s)+(1+/151 + Ay + 205 253) 245 ,0(9)
(1)

The P, (s) and Py, (s) are the system Laplace transform of the state probabilities in operative and
failed state. Then, .,

Ep(s) = ZE(S) and  Pawn (s)=1-Puy (s)

i=0

i 1=8,(s+ A, + A+ Ay + A+ Acg) ) 1-8,(s+ A4+ Ay + Ay + Ao+ Acg)
U s+, + A, + A, + A0 + A FU (54 A+, + A + A0+ Ag)

1-S A+, + A+ A 1-S A+, + A0+ A
P“p(t): A, ¢(S+ o T Ayt ACE cs) + A, ¢(S+ oo T At AT CS)
(s+ A, + A+ Ac + Ags) (s+A,+ Ay + A+ )

(52)

III.  Numerical Study of the Model

L. Availability Analysis

1/0

0 0
3 (s) = explx +ilogp(V)i ]~ 5 (- P
exp[x? +{logp(x)}? 1" - 0 067 "¢ ?
Pl loep o] s+explx” +{logp(x)}"T" 7 s+
The expression of availability is obtained by taking the inverse Laplace transform of equation 52
together with the values of failure rates, A«=0.0001, A>=0.0002, , Ass=0.0003, , As+=0.0004,A8=0.0005,
A=0.0006, Acs=0.0007 at p(x)=0=x=1 and 2o () = 41y (v) =2.781

_59986786561079 e*LOOZZOOOOO[ + 1 00000038 1670.00069999778736“ + 3 1 665033961077 e*2,718300861t
A (x) = (53)

By Setting S, (s)=

_6768925964 1 077 671.0026993611 -1 4993992 1 9 1 078 671.001900000[

The values of Pup(t) through variation of time t=0, 10, 20, 30, 40, 50, 60, 70, 80, 90. as shown in Table
1 and figure 2.
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Table 3:Variation of Availability with respect to time (t)

o
| Time(®) |Availabitity 1.0
L o o e o |
0 1 ”; “
I 10 0.993 ' N
0.98
20 0.986 = N
I 30 0.979 g \ —o— Availability
I 40 0.972 = 07 e %;“ “““
HED 0.965 0s .
0.94 Linear
1 60 0.958 \ tAvailability)
I 093 +———+—— A SSSSS
i 70 0.952
: 80 0‘945 ooz o 50 100 150
| 90 0.938 Availability
t 100 [ 0932 [L |

Figure 2:Variation of Availability with respect to time (t)

II. Reliability Analysis
Compelling all repair rates to zero with the same value of failure and repair rates in equation 53, i.e
#(x)and 44 (x)and Aa=0.0001, A2=0.0002, A:=0.0003, As1=0.0004 A&=0.0005, Ac=0.0006, As=0.0007,
and then taking inverse Laplace transform, we obtained the expression of reliability.
~0.0000375000000¢ *******" —(.3333333333¢ 0 —(,00002727272727¢ 0
R(t) - {_I_l 333398106e—0.001100000000t (54)

Aimed at different values of time t= 0, 10, 20, 30, 40, 50, 60, 70, 80, 90 units of time, we get different
values of Reliability as shown in Table 2. and Figure. 3.

Table 4: Variation of reliability with respect to time (t)

Time(t) | Reliability 101
0 1 1
10 0.953 0.99
20 0.986 0.98 1
30 0.979 !‘;: 0.97
40 0.972 é 0.96 - et Reliaibility
50 0.965 0.95 4 Linecr
60 0.958 0.94 1 (Reliability )
70 0.951 0.93
20 0.544 0.92 | 3
: 0 50 100 150
0 0.937 Reliability
100 0.93

Figure 3: Variation of reliability with respect to time (t)

III. Mean Time To Failure (MTTF) Analysis

The expression for MTTF is found by pleasing all repairs zero in equation (53), and set the limit of
s tends to zero:

L A A My A

+

{(AA]+4\;+z&)}1”45;@&,,%”“U},mﬂm,v,mcmm A td, A th A4,
Location Asi=0.0001, As2=0.0002, As3=0.0003, As+=0.0004, As=0.0005, A=0.0006, Acs=0.0007 and changing

MITF=lin?,(5)=
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Aa, As, Acand Ap respectively as, 0.1, 0.2, 0.3, 0.4, 0.5,0.6,0.7,0.8, 0.9, in (53), the variation of M.T.T.F.
is found with respect to failure rates as shown in
Table.3 and corresponding Figure.4.

Table 5: Variation of MTTF with respect to failure rate

-
IFaiwe[ TTF| MTTF [MTTF “;T MTTF|MITF|MTTE|| 1200 ~—MTTE st
| Rat

VRS | as2 |03 [ st | b | e | hes 100 —% ~8-MTTEA2
[

10,01 [4886] 10352 | 496 [9716[9399]9402[9947]| ¢ 00 T A
1002 [462.5]1031.8466.5]961.1]9258[9259]49.93 || & 4o

1003 14535110305 1456219572[9205]9206[3331 || 2 | dmeiaiacs T Ase
1004 448910299 [450.9[955.1{917.8[917.8] 2499 | * —=NTTF Ab
10.05 |446.1]1029.4[447.8]953.9]916.1[916.1 | 19.91 200

| =0=MTTF Ac
1 0.06 [444.3]1029.2[445.6] 953 | 915 | 915 | 1666 o

1007 [442.9]1028.1 [444.1] 952 [914.1[9142] 1428 0 005 o1 T MTTFAs
10.08 |441.9]1028.8] 443 | 952 [913.5[9135] 12.41 MTTE

1009 [441.2]1028.7 [442.1]951.6]913.1[913.1| 1111

Figure 4: Variation of MTTF with respect to failure rate

IV. Sensitivity Analysis of MTTF

The calculation of sensitivity MTTF is studied through the partial differentiation of MTTF with
respect to the failure rates of the system, by introducing the set of parametric variation of the failure
rates As1=0.0001 A«2=0.0002, As3=0.03, As1=0.0004, As=0.0005, A=0.0006, Aes=0.0001, from the resulting
expression, the MTTF sensitivity is calculated as shown in Table 4 and the corresponding value in
Figure.5 However the failure rate with respect to As=0.0005 and As3=0.03 that is the load balancer and
a server from subsystem two must be given a special consideration.

Table 6: Sensitivity of MTTF as a function of failure rates

-
Falue MTTF ATTTF ATTE AITTF AITTE AITTE ATTE

| f / ] ! / f 4000

| Rate Cm axsz s} Cm an) Ae ch 2000 = MTTF st
10.01 | -5058 | -621[-5726(-1926|-2611] -2657|-985

:0.01 5058 | -621 |-3726] -1926 2-611 2.6:7 9850 0 >
10.02 |-1342] -186 |-1528] -569 | -765 | -772 |-2490| & 0 01

} @ -2000

10.03 | -607 | -88 | -694 | -268 | -360 | -362 |-1109 §-4000 E / ~#=MTTFAs3
YRy 1l 3

1004 ] 345 | 51 [-395] 155 | 20820964 || 2 o JU—
1005|222 | -33 | -254| -101 | -136 | -136 |-400 || * 8000

1006] 15 [ 24 [-177]-112[ 952955 218 || 100 =H=HTTFM
1007] 114 ] -17]-131[-528]-704[ 707 [204 | o —o=MTTF e
10.08 | 873 -13 | 100 -40.7] -544] 545 |-156 partial Deravitive of MTTF
10096911 -11 [-79.4] 32314320 4331123

V. Cost Analysis

Figure 5: Sensitivity of MTTF as a function of failure rates

The predictable profit over the time interval [0, t), can be estimate by the following relation
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E ()= K,_[Pup (t)dt — K.t . If the service facility of the system is always available, where ki is
0

revenue generated and ke service cost per unit time. For the same set of the parameter of failure and
repair rates in (53), the expression of cost benefit analysis is attained.
5 9855 10533 10—9 e—l .0022000000¢ __ 1429 023674 e—0.0006997787364t + 6 750703379 1 0—7 e—1.002699361t
E (t)=1" ’ ' (55)
() {—1 1648833441077 2711 +1.49655576310 " e~ *"**%" 1-1429.023673 }
By fixing the revenue Ki=1 and taking the values K==0.6, 0.5, 0.4, 0.3, 0.2 and 0.1 respectively together

with the variation of t =0, 1, 2, 3, 4, 5, 6, 7, 8, 9, Units of time, we obtained the results for expected
profit as shown in Table 5 and Figure.6

Table 7: Expected Profit in [0,t) t=0,1,2, 3, 4, 5,6.7,8,9 & 10
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Figure 6: Expected Profit in [0,t) t=0,1,2, 3, 4,5, 6, 8,9 & 10

IV. Discussion

The presentation of the system under the valuation of reliability measures for different values of
failure and repair rates. Table.1 and figure 2 shows the evidence of availability of the complex with
respect to time when the failure rates are fixed at different values mainly, As1=0.0001, As>=0.0002, ,
As3=0.0003, , As+=0.0004,A5=0.0005, A=0.0006, Acs= 0.0007. The availability of the system decreases
slowly, as the probability of failure increases, the system availability will tend to zero at t very large.
However, one can simply predict the future behavior of the complex system at any stage for any given
set of parametric values.

Table.2 and figure.3 figure out the reliability of the system if there is no repair. The figure shown clearly
that the reliability of the system is decreasing faster compare to availability, which evidently proved
that when the repairs provided the performance of the system is quite better.

Table.3 and figure.4 assess the information of mean time to failure of the system (MTTF) with respect
to variation of failure rates. The value change of MTTF is directly propotional to the system
reliability. The computations MTTF for different values of failure rates, Asi, A2, , As3, Ast, A, Ac, and Acs
from the figure the variation in MTTF corresponding to failure rates As1is high compared to other
failure which indicates that the system will not be affected with higher variations in values.

Table.4 and figure.5 demonstrations of sensitivity MTTF with respect to the values of parameters.
which obtained from partial derivative of MTTF with respect to the corresponding failure rate,
Moreover the variation of sensitivity MTTF corresponding to failure rates As=0.0005 and As3=0.03
that is the load balancer and a server from subsystem two, must be given a special consideration.
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Table.5 and figure.6 afford the information on how the profit has been generated, by fixing revenue
cost per unit time Ki= 1, and varies the service costs Kz = 0.6, 05. 0.4, 0.3, 0.2 and 0.1, if we examine
critically from Figure.6 we can reveals that the expected profit increases for low service cost. Which
finally shows the Networking system of tree topology system is reliable.
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