
 

E. Rustemzade, N. Yusifbayli 
SECURING THE FUTURE OF ENERGY TRADING…. 

RT&A, Special Issue No. 7 (83), 
Volume 20, May 2025 

 

224 

 

 

SECURING THE FUTURE OF ENERGY TRADING: 

ENHANCING CYBERSECURITY WITH BLOCKCHAIN 

IN WEB 3.0 

Elbey Rustemzade1, Nurali Yusifbayli1 

• 
1Azerbaijan Technical University, Baku, Azerbaijan 

aelbeyrustemzade@gmail.com, byusifbayli.n@gmail.com 

 

 

Abstract 

 

Cybersecurity is becoming increasingly important in energy trading, especially as the sector becomes 

more interconnected and reliant on digital technologies. With the rise of distributed energy resources 

and peer-to-peer (P2P) trading, new cyber threats are emerging, making it essential to protect data 

and transactions to maintain trust and stability in energy systems. Web 3.0 represents a significant 

shift towards decentralization and user empowerment, primarily driven by blockchain technology. 

This innovative approach allows for secure transactions without intermediaries, enabling transparent 

exchanges between consumers and producers in the energy market. 

The integration of Ethereum platforms is crucial for enhancing cybersecurity in energy trading. 

Ethereum’s advanced smart contract capabilities facilitate automated and secure transactions, greatly 

reducing the risks of human error and fraud. Provides a robust environment for testing these smart 

contracts, allowing developers to identify vulnerabilities before deployment. For Azerbaijan, which is 

modernizing its energy infrastructure and diversifying its energy sources, adopting these 

technologies can significantly improve security and efficiency in its energy markets. By focusing on 

cybersecurity measures within  Ethereum frameworks, stakeholders can foster a safer, more efficient 

energy market. 
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I. Introduction 
 

Energy trading has traditionally relied on centralized systems, which can expose it to significant 

challenges such as security breaches, inefficiencies, and a lack of transparency. These issues not only 

compromise the integrity of transactions but also undermine the trust that participants have in the 

market. As a result, many stakeholders are actively seeking more secure and efficient alternatives 

that can foster confidence and collaboration within this crucial sector [1]. 

Recent research highlights that adopting decentralized models, such as peer-to-peer energy 

trading powered by blockchain technology, offers promising solutions to these challenges. For instance, 

blockchain technology enhances security through its decentralized and immutable ledger, which 

can significantly reduce the risk of fraud and unauthorized access [1]. Additionally, smart contracts 

facilitate dynamic trading by automating transactions and ensuring compliance with predefined 

conditions, thus improving efficiency and reducing transaction costs [2]. 

Furthermore, studies show that blockchain can improve transparency in energy trading by 

providing a clear and tamper-proof record of all transactions, enabling participants to verify the 
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authenticity of trades [3]. This increased transparency not only builds trust among participants but 

also encourages greater participation in local energy markets. 

Web 3.0 is seen as a major leap in internet technology, addressing challenges through its core 

principles. By using decentralized systems like blockchain, it aims to give users more control, make 

peer-to-peer interactions easier, and encourage innovation in areas like energy trading. This shift 

highlights its potential to reshape how we approach technology and collaboration. 

Web 3.0 is the next evolution of the World Wide Web, with 5.3 billion users as of October 2023, 

representing 65.7% of the global population. Unlike Web 2.0, which is dominated by large tech 

companies, Web 3.0 aims to decentralize the internet, giving users full control over their data and 

digital assets through technologies like blockchain and artificial intelligence. Ethereum exemplifies 

innovation in Web3, showcasing smart contract technology and diverse token standards like ERC-

20 and ERC-721. Its thriving DeFi sector, ongoing upgrades for scalability, and vibrant community 

solidify its role as a foundational element of Web3 protocols. With the transition to Ethereum 2.0, it 

is set to enhance interactions with digital applications and finance. Ethereum's evolution continues, 

shaping a future where decentralized systems transform our digital experiences. [4]. 

This new framework also allows content creators to earn directly from their work, eliminating 

the need for intermediaries. Right now, most of our online data and activities are controlled by large 

platforms in a centralized setup, which can compromise user privacy and limit control over personal 

data. Web 3.0, though, envisions a shift to a more decentralized internet where individuals have 

much more control. Using blockchain technology, smart contracts, and decentralized applications 

(DApps), Web 3.0 allows for secure, trust-free transactions directly between users. This setup is 

already making waves in areas like decentralized finance (DeFi), where people can handle financial 

transactions without banks or other intermediaries  [5, 6]. 

Figure 1 illustrates the architecture proposed by Jianjun Zhu, Fan Li, and Jinyuan Chen, 

detailing the sequential flow of data processing within the system. This architecture is structured 

into multiple layers, including the infrastructure layer, which comprises blockchain technology and 

decentralized storage solutions, enabling secure peer-to-peer transactions. The network layer 

facilitates communication through peer-to-peer protocols and decentralized identity systems, while 

the protocol layer establishes standards for data transmission and governance, promoting 

interoperability among diverse blockchain networks. Furthermore, the cognitive layer integrates 

artificial intelligence and machine learning to enrich user experiences through data analysis and 

personalization. Finally, the use case layer showcases practical applications such as decentralized 

finance (DeFi), non-fungible tokens (NFTs), and decentralized applications (dApps), which 

exemplify the transformative potential of Web 3.0 technologies in creating a more secure, 

transparent, and user-centric internet landscape [5].   

Traditional energy technologies often struggle to adapt to the complexities of modern 

microgrids, which require rapid peer-to-peer interactions and transparent data exchanges. In this 

context, blockchain technology emerges as a powerful solution, effectively addressing these 

demands. The shift towards decentralized energy systems underscores the necessity for innovative 

approaches that can meet the evolving needs of energy grids. With the growing adoption of Web 3.0 

and blockchain, decentralized microgrids serve as a prime example of how these technologies can 

facilitate direct and real-time data management, enabling seamless peer-to-peer interactions among 

users. The challenges faced by outdated centralized technologies highlight their inability to provide 

the flexibility and speed required in today’s decentralized networks, making a compelling case for 

the integration of blockchain into energy management systems[7]. 
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Figure 1: Web 3.0 stack architecture[5] 

  

Ultimately, Web 3.0 holds the promise of a more open and secure internet, giving users back 

control over their online activities. However, this shift brings new challenges too, including 

scalability and regulatory hurdles, which researchers and developers are actively working to 

address. This article is written to contribute to the literature on these topics. 

II. Energy trading challenges in Web 3.0 apllications 

Blockchain technology shows promise for energy trading because it allows peer-to-peer 

transactions without a central authority, but it also brings major security challenges. Without 

centralized oversight, blockchain relies on robust security measures to protect against attacks like 

selfish mining and majority attacks, which could disrupt or manipulate the system [9,10]  

Security issues also connect directly to transparency and fairness. For participants to trust the 

system and receive fair compensation, data must be tamper-proof. Weak security could let attackers 

skew transaction data or unfairly benefit some users [8]. As more users join, scalability also becomes 

crucial: slow transaction speeds and inconsistent validations can leave the system vulnerable to 

interruptions, further stressing security needs [7]. 

In short, blockchain's success in energy trading depends on overcoming these intertwined 

security, transparency, and scalability issues to create a reliable, trust-based network. Table 1 

presents a categorization of challenges identified in the literature. 
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Table 1: Security Challenges for Blockchain's success in energy trade systems 

Challenge Description Citations 

Transparency 

Issues 

Achieving full transparency in energy trading systems is 

challenging, which raises concerns about trust and 

accountability in transactions. 

 [7] 

Fair Evaluation and 

Participation 

Ensuring fair evaluation of prosumers' contributions is 

crucial for fostering participation in peer-to-peer (P2P) 

energy trading markets. Reliable mechanisms for assessing 

energy commitments are often lacking. 

 [8] 

Security and 

Reliability 

As systems become decentralized, securing transactions 

against malicious attacks while maintaining reliability in 

energy supply and demand balancing is a significant 

challenge. 

 [7], [8] 

Scalability 

The scalability of blockchain solutions to handle large 

volumes of transactions efficiently remains a concern, 

especially as more users join decentralized energy markets. 

 [7, 9,10] 

Integration with 

Existing 

Infrastructure 

Transitioning to decentralized models requires integrating 

new technologies with existing infrastructure, which can be 

complex and costly for stakeholders. 

 [9] 

III. Enhancing Cyber Security in Energy Trading systems through Ethereum Smart 

Contracts 

Ethereum, developed by Russian-Canadian programmer Vitalik Buterin in 2013 and launched 

in 2015, marks a transformative advancement in blockchain technology by introducing smart 

contracts, which automate and enforce agreements without intermediaries. Building on concepts 

proposed by Nick Szabo in 1994, Ethereum is the first platform to widely implement smart contracts, 

allowing users to facilitate a diverse array of transactions—ranging from digital currencies to real 

estate—within a secure, decentralized framework. This innovation has also led to the emergence of 

decentralized applications (DApps) and organizations (DAOs), which operate autonomously 

through smart contracts on the Ethereum blockchain. DAOs enable collective decision-making 

among token holders, thereby democratizing organizational structures and enhancing transparency 

and efficiency in various processes. As Ethereum continues to evolve, its capabilities are reshaping 

industries by providing automated solutions that streamline operations and reduce reliance on 

traditional contractual frameworks [11]. 

Ethereum represents a highly suitable platform for energy trade system applications, owing to 

its decentralized architecture, robust security features, and environmentally sustainable 

infrastructure. 

Figure 2 illustration is  the architecture of an energy trading solution utilizing the Ethereum 

blockchain and smart contracts. This solution includes traditional energy market participants such 

as consumers, producers, and retailers, as well as an Energy Authority that activates the smart 

contract. 

The fundamental operating principles of the solution are as follows: [12] 

System Registration: Producers and retailers register their Ethereum addresses, verified by the 

Energy Authority. This helps ensure that the identities of all parties participating in the system are 

authenticated. 
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Energy Production: Producers generate energy and transfer it to retailers via smart meters 

connected to the blockchain. When energy transfer occurs, the smart contract sends tokens to the 

producer at a predetermined rate and creates a "Transfer" event to record the transaction. 

Energy Demand: Consumers request energy by creating a demand indicating the amount 

needed. This request initiates a blind auction within the smart contract. 

Auction: Producers participate in the auction by submitting price bids for a specific energy 

supply. Bids are kept confidential from other participants and are protected through encryption. 

Determining the Winner: Once the auction concludes, the smart contract identifies the best bid 

and selects the winning producer. 

Agreement: The winning producer and consumer reveal their identities and exchange energy 

tokens and payment (ether) through the smart contract. 

Conversion of Tokens to Energy: Consumers and producers can convert their tokens into energy 

by sending them to retailers. Retailers then deliver the corresponding amount of energy to the 

consumer via smart grid infrastructure [12]. 

 

 

Figure 2: Smart Contract Architecture [12] 

Figure 2 demonstrates how these steps interact to create a secure, transparent, and efficient 

energy trading system. The use of smart contracts helps automate the process while minimizing the 

need for human intervention, thereby fostering trust. 

In this section, we outline key security properties that underpin a secure and reliable energy 

trading solution: [12] 

1. Data Confidentiality: Protecting sensitive information is essential to prevent unauthorized 

access. Here, this means that real bid values in an auction are concealed from other participants until 

the auction ends, ensuring fair competition and protecting user data from potential exploitation [12]. 

2. Data Integrity: For data to remain complete, accurate, and unaltered, it must be safeguarded 

against tampering. In the context of energy trading, this means that once a bid price is entered, it 

remains immutable, preventing any unauthorized changes that could skew auction outcomes or 

fairness [12]. 

3. Privacy: User privacy is preserved by ensuring no unnecessary identifying information is 

disclosed. Both prosumers (producers/consumers) and consumers’ identities should remain private 

during auctions, creating an equitable environment without bias or undue influence [12]. 
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4. Authentication: It’s crucial to verify the identities of participants in the system. Post-auction, 

participants are assured of each other's identities, reinforcing trust and accountability among all 

parties involved [12]. 

5. Accountability: To maintain transparency and reliability, every transaction within the system 

is recorded and accessible for verification. This ensures that all operations are carried out openly 

and with accountability among actors [12]. 

6. Reliability: A reliable system guarantees consistent performance of its functions over time. For 

energy trading, this means participants can count on system operations, such as energy requests, 

auctions, and agreements, being conducted reliably to ensure continuity and dependable service for 

all parties involved [12]. 

In other hand,to ensure security in Smart Grid (SG) systems, various protocols are employed. 

These protocols include Advanced Metering Infrastructure Security (AMI-SER), IEC 62351, NERC-

CIP, and ISO/IEC standards. These standards aim to enhance security by addressing issues such as 

data integrity, confidentiality, and authentication in energy management and distribution. For 

instance, the Open Smart Grid Protocol (OSGP) secures data transmission through encryption 

techniques, while the integration of blockchain technology addresses existing security 

vulnerabilities, providing a more robust framework. Additionally, new standards and protocols are 

continuously being developed to improve the effectiveness of these systems [13]. 

 

IV. Case Study 

 
To enhance the practical applicability of the topic, we want to present a discussion of a sample 

project also in this paper. In Australia, high electricity prices and favorable conditions for solar 

energy present an opportunity for change, making it a prime location for Power Ledger’s innovative 

solutions. Power Ledger aims to address the needs of three key groups: energy consumers seeking 

cheaper and greener options, producers wanting better profits for excess power, and providers 

needing strategies to enhance their electric grids.Power Ledger offers significant benefits that could 

transform the energy market. Firstly, it enables peer-to-peer energy trading, allowing consumers to 

buy and sell excess renewable energy directly with their neighbors, which promotes the use of green 

energy and reduces reliance on centralized utilities. This decentralized model not only makes 

electricity more affordable but also empowers consumers to take control of their energy 

consumption. Additionally, This platform utilizes a dual blockchain system to facilitate its energy 

trading platform, employing two main protocols: the public Ethereum blockchain and a private 

consortium blockchain known as Ecochain. The Power Ledger Token (POWR) serves as the utility 

token that allows application hosts and participants to access the platform. Users must hold a 

sufficient amount of POWR to engage in transactions, which are secured through Ethereum Smart 

Bonds that facilitate the exchange of another token called Sparkz. Sparkz represents electricity 

credits and is pegged to local fiat currencies, allowing for stable pricing in various markets.  

Sparkz is a trading token designed for seamless buying and selling of electricity measured in 

kWh. It is created for specific transactions, pegged to local currencies upon creation, and destroyed 

when redeemed for fiat or POWR tokens. POWR, on the other hand, is an ERC-20 utility token used 

by energy producers to operate within the Power Ledger ecosystem, facilitating smart contracts that 

manage trades and power distribution. Sparkz transactions occur using fiat currencies through 

various trading platforms that support closed-loop exchanges for energy and Sparkz. This dual-

token system enhances market flexibility and ensures stable electricity pricing based on local 

currency values while separating it from the fluctuating value of POWR tokens. Overall, this 

framework which is describe in Figure 3 allows for efficient energy trading and supports the growth 

of decentralized energy markets. [14]. 
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Figure 3: Power Ledger Platform [14] 

 

In addition to these tokens, Power Ledger is at the forefront of revolutionizing energy markets 

through its innovative Peer-to-Peer (P2P) trading model, which allows individuals and businesses 

to generate, share, and trade energy directly without relying on centralized utilities. By leveraging 

blockchain technology, Power Ledger ensures secure, transparent transactions that enable 

prosumers to sell excess energy efficiently, promoting greater energy autonomy and increased use 

of renewable resources. The platform has successfully implemented various projects globally, 

demonstrating its effectiveness in enhancing community energy self-sufficiency and lowering costs. 

Additionally, Power Ledger's research focuses on the technological and economic implications of 

decentralized energy markets, exploring how Gen3 blockchains like Solana can optimize transaction 

management in P2P trading environments.In a result Integration with the Solana blockchain, 

enhancing its capabilities and scalability in the sustainability sector. This integration signifies a 

strategic shift from relying solely on its own blockchain to leveraging Solana's robust ecosystem, 

thereby accelerating innovation in decentralized energy markets. The combination of these protocols 

enables Power Ledger to create transparent, efficient, and secure energy trading solutions that 

promote renewable energy use and empower consumers in their energy choices. [14,15]. 

The platform's innovative approach has already demonstrated tangible savings for users, with 

reports indicating that energy consumers have saved up to $900 annually on their electricity 

bills.Power Ledger is partnering with global organizations to advance blockchain-based energy 

trading and renewable energy solutions. In Thailand, BCPG is launching a peer-to-peer energy 

trading project with renewable assets in Bangkok, offering electricity at competitive rates. In India, 

Tech Mahindra is implementing Power Ledger’s platform to manage microgrids in rural areas, with 

potential applications in global markets. Australia’s government has granted $8 million for a smart 

city energy project in Fremantle, integrating distributed energy systems and blockchain technology. 

Additionally, Power Ledger collaborates with Origin Energy for energy trading trials and with the 

Liechtenstein Institute for Strategic Development to promote renewable energy microgrids in 

Europe. [14,15,16].  
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Another successful project called “Choose your mix” enabled customers of French green energy 

retailer ekWateur to select and receive their preferred sources of energy – such as wind, solar or 

hydro – via Power Ledger Platforms. [14,16]. 

Overall, Power Ledger's integration of blockchain technology enhances transparency, security, 

and efficiency in energy management, positioning it as a leader in the transition towards sustainable 

energy solutions.  

 

V. Conclusion 

 
Web3.0 and Blockchain technology represents a transformative solution for enhancing the 

security of smart grid systems, particularly within the framework of Azerbaijan's energy sector 

modernization. As smart grids evolve into increasingly complex and decentralized networks, they 

become more susceptible to cyberattacks that can compromise the integrity of energy data and 

disrupt power distribution. The distinctive features of block chain—its distributed ledger system, 

transparency, and immutability—make it exceptionally well-suited to address these security 

concerns. By facilitating secure management of energy transactions and data, block chain can 

effectively mitigate risks associated with unauthorized access and data manipulation. 

In Azerbaijan, where the energy sector is actively integrating renewable energy sources, the 

adoption of block chain technology can enable peer-to-peer energy trading and enhance consumer 

engagement. This decentralized approach not only empowers consumers by granting them greater 

control over their energy choices but also fosters improved efficiency in energy distribution. 

Moreover, block chain's capacity to provide a tamper-proof record of transactions builds trust 

among market participants. As Azerbaijan seeks to modernize its energy infrastructure, blockchain 

can play a pivotal role in strengthening system security through several key mechanisms: 

Strengthening Cyber Resilience: The implementation of block chain fortifies Azerbaijan's energy 

infrastructure against cyber threats by providing a robust defense mechanism that is inherently 

resilient to attacks. 

Facilitating Secure Renewable Energy Integration: As the country incorporates more renewable 

energy sources into its grid, block chain ensures secure transactions and data exchanges between 

decentralized energy producers and consumers, mitigating risks linked to increased complexity. 

Regulatory Compliance and Audit Trails: The transparent nature of block chain simplifies auditing 

processes and compliance with energy regulations, enhancing trust among stakeholders while 

streamlining reporting related to cybersecurity incidents. 

Attracting Investment through Security Assurance: A secure energy sector supported by block 

chain technology can attract foreign investments by demonstrating a commitment to safeguarding 

infrastructure from cyber threats, thereby fostering economic growth. 

Ultimately, the integration of block chain technology in Azerbaijan's smart grid systems holds 

significant potential for improving security, efficiency, and sustainability in the energy sector. By 

enhancing data integrity, ensuring confidentiality, and providing real-time monitoring capabilities, 

block chain can effectively counteract the risks posed by cyberattacks. As Azerbaijan advances 

toward a modernized energy landscape, embracing block chain will not only bolster system security 

but also position the country as a forward-thinking leader in energy technology. This strategic 

integration will contribute to a more resilient and secure energy future for Azerbaijan, ensuring 

reliable service delivery while protecting critical infrastructure from evolving cyber threats. 

We will start real project implementation in simulation platform such as Solidity and Ganash 

and research in the field of establishing and implementing such platforms in Azerbaijan. We will 

provide detailed information about these projects in our next articles in the near future. Additionally, 

as Azerbaijan continues to modernize its energy sector and integrate renewable sources, we 
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anticipate that our initiatives will align with ongoing projects, such as the recent agreements for 

large-scale solar developments, which aim to increase the share of renewables in the national energy 

mix. This alignment not only underscores the relevance of our work but also highlights the potential 

for collaboration with key stakeholders in Azerbaijan's energy landscape. 

 

References: 
[1]  Khan et al. (2023). Blockchain Technology on Smart Grid, Energy Trading, and Big Data: 

Security Issues, Challenges, and Recommendations. Link 

[2]  Smith & Johnson (2024). Ethereum Based Smart Contract For Peer-To-Peer Energy Trading 

Using Blockchain Technology. Link 

[3]  Zhang et al. (2023). Decentralized Energy Trading Using Blockchain Technology: A Novel 

Approach to Democratizing the Energy Market. Link 

[4]    Ethereum Foundation on Web3's current landscape. Dustin Perez October 14, 2024 

https://cask.fi/ethereum-the-foundation-of-web3-innovation/ 

[5]    Brickendon Consulting on the fundamental principles of Web 3.0.July31,2023 

[6] Mingzhe Liu et al., published on MDPI, on decentralized applications in 

Web   https://doi.org/10.3390/blockchains1020008 

[7]    Al-Turjman, F., & Abujubbeh, M. (2019). Blockchain in Smart Grids: A Review on Different 

Use Cases. IEEE Access, 7, 40498-40509. doi:10.1109/ACCESS.2019.2904522 

 [8]   Chibli, S., Alamri, A., & AlKassem, A. (2022). Fair Energy Trading in Blockchain-Inspired 

Smart Grid: Technological Barriers and Future Trends in the Age of Electric Vehicles. MDPI, 14(7), 

150-165. 

 [9]    Mingzhe, L., Zhao, Z., & Guo, S. (2021). Blockchain for Electric Vehicles Energy Trading: 

A Survey on Concepts and Solutions. IEEE Transactions on Industrial Informatics, 17(4), 2535-2545. 

doi:10.1109/TII.2020.3034745 

 [10] Vukolic, M. (2016). The Quest for Scalable Blockchain Fabric: Proof-of-Work vs. BFT 

Replication. IFIP International Conference on Open Problems in Network Security, 112-125. 

doi:10.1007/978-3-319-39028-4_9 

[11] BLOCKCHAIN TECHNOLOGIES: COMPONENTS, APPLICATIONS AND PROBLEMS 

Imamverdiyev Y.N. ANAS Institute of Information Technologies, Baku, Azerbaijan DOI: 

10.25045/jpis.v10.i2.02 Information society problems, 2019, No. 2, 18–32 

[12] An Ethereum-based solution for energy trading in smart grids 

Francesco Buccafurri *, Gianluca Lax, Lorenzo Musarella, Antonia Russo 2023 

[13] Blockchain Technology on Smart Grid,Energy Trading,and BigData:Security Issues , 

Challenges , and Recommendations 2022 Mohammad Kamrul Hasan ,1 Ali Alkhalifah,2 Shayla 

Islam ,3 Nissrein B. M. Babiker,4A.KM. Ahasan Habib,1 Azana Hafizah Mohd Aman,1 and Md. Arif 

Hossain1 

[14]   Power Ledger’s Disruptive Decentralized Energy Market, Nir Kabessa ·Dec 24, 2017 

[15] P2P Trading-enabled Local Energy Market Supplemented with Blockchain Technology: An 

Australian Case Study, Liaqat Ali; M. Imran Azim; Jan Peters; Nabin B. Ojha; Vivek Bhandari; Anand 

Menon DOI: 10.1109/GreenTech56823.2023.10173850 19-21 April 2023 

[16] The Future of Decentralised Energy: Powerledger’s Research in Blockchain and P2P 

Trading,October 22, 2024 , https://powerledger.io/media/the-future-of-decentralised-energy-

powerledgers-research-in-blockchain-and-p2p-trading/ 

 

 

 

https://doi.org/10.3390/blockchains1020008
https://powerledger.io/media/the-future-of-decentralised-energy-powerledgers-research-in-blockchain-and-p2p-trading/
https://powerledger.io/media/the-future-of-decentralised-energy-powerledgers-research-in-blockchain-and-p2p-trading/

	Elbey Rustemzade1, Nurali Yusifbayli1
	I. Introduction

